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Executive summary 

Over the past decade the internet has become a vital part of everyday life for the majority 

of Europeans and over two billion people across the world. This is likely to expand to 

seven billion by 2020 as the sophistication in mobile phone technology transforms them 

into internet access devices. Furthermore, the growth of connectivity of internet-enabled 

devices, eg the internet of things, will increase this substantially. This explosion in 

connectivity will redefine the very nature of the internet and, most importantly, the fabric 

of social, cultural, political and economic institutions globally. 

The permeation of the internet in all socio-economic dimensions of our lives has led to an 

increasing dependency which inevitably breeds deep potential vulnerabilities. These are 

both technical, eg security and resilience, and legal, eg privacy and trust, which brings 

into focus the urgency for governance and regulation. On the other hand, it is also true 

that the internet's bottom-up evolutionary development and relative lack of protection and 

regulation has made possible the flourishing of innovative applications and unprecedented 

possibilities, with huge societal and economic repercussions. 

The need to better understand these complexities was the starting point for this study, 

Towards a Future Internet: Interrelation between Technological, Social and Economic 

Trends, which was carried out in 2009/2010 for the European Commissionôs DG 

Information Society and Media. The aim was to investigate the links between 

technological, social and economic trends related to the future internet, explore the future 

needs of internet users, and outline the principles that should guide its future 

development.  

The study identified four pervasive forces which will impact the future internet. These 

are:  

¶ Stakeholder conflicts 

¶ Changing infrastructure and socio-technical context 

¶ Governance and regulation 

¶ User focus and inclusion 

Together, they point to a key question: 

How can we guide the evolution of the internet so that it best serves the needs of society? 

The study addressed this question through several foresight techniques ï environmental 

scanning, an online Delphi survey of experts and scenario analysis ï to identify and 

analyse trends, drivers of change, future needs, technological options and likely socio-

economic impacts. 

With input from the Delphi results, trend analysis and workshop discussions, we 

constructed and refined four scenarios of plausible future socio-economic conditions with 

differing needs: 

1. Smooth Trip ï the rise of the internet economy as a whole life and work style, a 

middle road in contrast to more disruptive scenarios. 

ñHow can we 

guide the 

evolution of the 

internet so that it 

best serves the 

needs of 

society?ò 

ñThe explosion 
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2. Going Green ï internet technologies are used to combat growing environmental 

challenges.  

3. Commercial Big Brother ï a heavily commercialised consumer platform. 

4. Power to the People ï a forum for democracy and freedom, based on free 

production and exchange of knowledge.  

At expert workshops in Brussels, Cambridge, MA (MIT) and Tokyo (Keio University) we 

used the scenarios to stimulate wide-ranging discussions about the main trends and 

drivers of future internet needs. Workshop participants felt that Commercial Big Brother 

was the most likely scenario outcome, but that the scenarios were interconnected and not 

exclusive ï with elements of each likely to appear as the internet develops. Our second-

round Delphi survey respondents thought that Smooth Trip was most likely, followed by 

Commercial Big Brother, Going Green and Power to the People. This last scenario was 

seen as the most desirable outcome, with Commercial Big Brother least desirable.  

Today there are four powerful forces that are shaping the future internet.  

One of the strongest forces lies in the tension between the vested interests of the different 

stakeholders, who see it in terms of ñtheir internet marketò. These conflicting interests 

between the players ï commercial (network operators, service providers and content 

providers), governments and end-users ï could seriously impede business and 

technological evolution, and prevent fair competition by limiting openness. As noted in 

the Tokyo workshop, innovation in internet infrastructure has slowed down since the 

large commercial players gained sufficient market power, around 2005. 

A second force is the shift in the context of the internet.  

The internet no longer sits within a straightforward technical context of bits and bytes. Its 

pervasiveness has expanded its context to include the non-technical global world ï social, 

cultural, political, economic, and commercial. The internet infrastructure itself could 

radically change, towards approaches motivated by commercial rather than technical 

reasons. 

This context requires that these key dimensions are considered in terms of their inter-

relationships and inter-dependencies. This provides the foundation from which future 

internet requirements can be identified and defined.  

The third potential shaping force is governance and regulation. 

In order for this to become a powerful force in shaping the future internet it must evolve 

from its current state. Almost every area of public and social policy is touched in some 

respects by internet policy. Therefore policy makers and regulators need to become more 

knowledgeable about the internet and its business models, not least to prevent abuse of 

dominant market power. Open source software suppliers will play an important role in 

preserving technology neutrality. The preservation of network neutrality instead lies in 

the hands of regulators, driven by political and social debate, which should be informed 

by analysis of the socio-economic impacts of the internet. The internet is a global 

phenomenon which, from a technical standpoint, must be governed globally.  

The fourth factor is the future user of the internet.  

This demands a shift from technology driven design to user-needs driven design, based on 

technical and socio-cultural requirements. This requires an emphasis on the whole human 

interface environment which goes beyond the interface of a device and defines the 

internetôs óreachô. The user interface environment includes user motivations, the degree of 

digital literacy, forms of signalling (eg touch screen, eye movement, keyboard, etc) and 

cultural factors such as multi-lingualism. This will also be key for the internet to be 

diverse and inclusive. If the internet is viewed as a socially facilitating infrastructure, then 

ensuring internet design enables digital participation for all is of fundamental importance. 

Inclusion will be determined not so much by physical access to the internet but by 

ñA user focus 

demands a shift 

from technology 

driven design to 

user-needs driven 

designò 

ñFour forces are 

shaping the 
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whether the interface and usage technologies work for or against inclusion, eg for older 

people, for the less well-educated, or those in poverty. Equally important, the majority of 

users in the next generation internet will come from the developing world. Their need for 

low-cost, multi-lingual, resilient technologies and the use of different cultural models in 

communications and interfacing will set the main agenda items in needs analysis, and 

generally require far more flexibility in structures. 

In this respect, the ñdemocratizationò of access to knowledge which has been enabled by 

online collaborative tools (wikis, blogs, P2P, etc) has been a key element favouring free 

exchange of information between people, public debate and innovation. The analysis and 

the preservation of this open and inclusive character of the current internet should be 

central to any prospects for future developments. 

The study research focused on identifying and analysing future needs for the internet. 

This led to the definition of ten paired principles to guide its future development. Thus, 

the study proposes that the internet should be: 

1. Available & Accessible 

2. Diverse & Inclusive 

3. Scalable & Sustainable 

4. Open & Shareable 

5. Green & Affordable 

6. Reliable & Resilient 

7. Safe & Secure 

8. Private & Trustworthy 

9. Appealing & Usable 

10. Adaptable & Customizable 

 

The mapping of the ten paired principles to functionality indicates that future internet 

research needs to have a wider remit than just for networks. There are two layers of 

functional requirements: one directly relating to the future social and psychological needs 

and demands of the human being connected to the internet; and the other as a direct 

response to future political-economic and global needs.  

Our consideration of an agenda for future internet research led us to conclude the 

importance of a multidisciplinary approach, which should be based on a better 

understanding of the underlying ñinternet scienceò. Future research will require a 

convergence of hitherto separate subjects increasingly including non technological areas ï 

such as sociological design, psycho-economics for decision making, design influenced by 

cognitive factors and comprehension analysis. Moving towards an internet at the meeting 

point of human-centred aspects and technological complexities is the challenge. In the 

absence of such a holistic understanding, there is a growing risk that technology-driven 

developments guided by short-term commercial interests may irreversibly hamper some 

of the basic principles of the internet (eg end-to-end, openness, etc), which have allowed 

it to flourish and become an engine for innovation and free exchange of ideas. 

Happily, examination of projects across the EC FP7 programme does illustrate this trend 

towards human-centred design. Preliminary results from studies examining links between 

the FP7 projects (eg the iKnow project) show that from the 600+ ICT projects funded in 

the first half of the FP7 programme, at least 25% explicitly combine human-centred 

aspects and ICT complexities. It remains to be seen whether the social and psychological 

side will be sufficiently introduced into future internet science projects, via the multi-

disciplinary approach, to be effective. 

In conclusion, we view the internet as a societal artefact, a form of a very large socio-

technical structure, whose design has to be human-oriented, holistic and user-centric.  

 

 

ñTechnology-

driven 

developments 

guided by 

commercial 

interests may 

hamper the basic 

principles of the 

internetò 

ñAccess to 

knowledge 

enabled by online 

collaborative 

tools has been a 
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http://cordis.europa.eu/fp7/ict/fire/internet-science_en.html
http://wiwe.iknowfutures.eu/iknow-description/
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Chapter 1. Just the beginning of the internet age  

1.1. Why study the future of the internet? 

In a few decades the internet has evolved from a specialized network for transmission of 

data between research labs to become the basis for global trade and culture. While 

visionaries proclaimed the coming of the digital age for decades, no-one anticipated the 

breathtaking speed with which applications such as email, information search, e-

commerce, social networking and user-created content became mainstream.  

It is unique that a technology has become such a vital, and even intimate, part of human 

existence so rapidly. Dependence on the internet as a daily tool has tremendous social and 

economic impact. The internet has already become the anchor of our economies, from 

financial markets and health services to energy and transport, and yet the potential 

remains for the internet to radically transform the traditional ways that these sectors 

function. The internet is now the platform for innovation, the basis of new global 

businesses and is extending or transforming existing market segments.  

The internet continues to evolve, most recently through the participative web or ñWeb 

2.0ò. The astonishing rise of Facebook offers a glimpse of the potential of the internet to 

transform the way we entertain and govern ourselves, the way we do business ï the way 

we live our lives. Critically, educational performance is found to be correlated with home 

access to, and use of computers, but increasingly that equates to internet access 

(FreshMinds, 2009). 

More than a quarter of the worldôs population now use the internet either at work or in 

their social lives (see Figure 1.1). It plays a particularly significant part in European life 

with more than two-thirds of the population of the European Union using the internet. EU 

citizens make up 7.3% of the global population but 17.2 % of the worldôs internet users 

(Internet World Stats).  

Not surprisingly, rapid growth has been accompanied by growing pains and many policy 

challenges have arisen. Issues concerned with security, privacy, intellectual property 

rights, mobility and social inclusion are at the top of the political agenda. Ensuring that all 

citizens are able to participate in the digital economy has become a key concern for EU 

policy, as emphasized in the European Commissionôs Digital Agenda.  

Figure 1.1 Internet penetration in the EU, 2010 

28.70%

67.60%

25.70%

0% 10% 20% 30% 40% 50% 60% 70% 80%

Total

Rest of World

European Union

Penetration %  

Source: Internet World 
Stats 

ñMore than a 

quarter of the 

worldôs 

population now 

use the internetò 

http://www.ukonlinecentres.com/images/stories/downloads/does_the_internet_improve_lives.pdf
http://www.internetworldstats.com/stats9.htm
http://ec.europa.eu/information_society/digital-agenda/index_en.htm
http://www.internetworldstats.com/stats9.htm
http://www.internetworldstats.com/stats9.htm
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Naturally we can expect advances in the internetôs underlying technology, to enable the 

vision of pervasive communication, with computing, to bridge the gap between the 

physical and virtual worlds, by including mobile, wireless and sensor networks. Some of 

these more basic technology advances will present challenges to the current generation of 

internet engineering and its core principles. 

Given the internetôs now fundamental nature, any radical or even apparently trivial 

technological changes in its architecture could have unexpected consequences at the 

economic and social level, and even possibly carry some ethical concerns. Social, 

technological, economic, environmental and political issues are increasingly entwined 

and, consequently, it is crucial that the internetôs future is not seen simply as a technical 

issue but rather as a multidisciplinary matter. The objectives of this study, therefore, were 

to investigate the interrelations between technological, social and economic trends related 

to the future internet, explore the future needs of internet users, and outline the principles 

that should guide its future development.  

Of course, this begs a fundamental question ï can the internet be designed or redesigned? 

The response to these challenges so far has been typically transitional (eg GENI, FIRE) 

pending more fundamental Clean-Slate solutions. The studyôs State of the Art report, on 

the history and current status of the internet, shows how its essential principles, like 

openness, emerged from the ideals of the few to become the consensual norm. 

Competition, too, has also shaped its development. Fundamental redesign of the internet 

may be impossible, unnecessary or, according to some, even a threat. Nevertheless, 

outlining some guiding principles for the evolution of the internet so that it best meets the 

needs of European citizens would seem to be both valuable and a realistic objective of 

this study. 

The study tackled these questions by means of several foresight techniques ï 

environmental scanning, an online Delphi survey and scenario analysis ï to identify and 

analyse trends, drivers of change, future needs, technological options and likely socio-

economic impacts. This report summarizes the studyôs main findings, with supporting 

material in Appendix and on the Towards a Future Internet website. 

 

1.2. Why a needs analysis? 

The importance of studying the future of the internet, then, is self evident. What is 

needed, however, is not so much a prediction of the future but, rather, a better 

understanding of the future needs of different groups of users in society ï citizens, public 

organizations, and businesses. A needs analysis, therefore, is a critical factor in helping us 

to shape the evolution of the internet.  

Since its beginning, a specialized technical community has overseen the internetôs 

development. In the early days this may well have been the crucial advantage that 

catalysed future success. Then, data networking was largely proprietary so having a 

robust technical-academic-military community assured rejection of the lock-in of any 

commercial network architecture, enabling an open space for development. The internet 

technical community was equally victorious against the limited data architectures of the 

telecommunications industries, with their focus on metered transport for and by the 

incumbent national operators. These incumbents initially saw the internet as a threat, not 

an opportunity. Today the commercial internet players have a stronger influence, 

especially in the key open standards setting committees. Providers of search engines and 

portals for social networking see commercial goals in internet design and its key 

principles. They also often align with the major carriers. And while some analysts fear 

new corporate gatekeepers are stifling innovation (Zittrain, 2008), nevertheless, there is 

potential for a strengthened role for the end-user and user-led design in the future, as 

illustrated in Figure 1.2. 

ñThis begs a 

fundamental 

question ï can 

the internet be 

designed or 

redesigned?ò 

ñIt is crucial that 

the internetôs 

future is not seen 

simply as a 

technical issue 

but rather as a 

multidisciplinary 

matterò 

ñAs the internet 

has now grown 

up, a needs 

analysis for and 

by the ordinary 

user is crucialò  

http://www.geni.net/
http://cordis.europa.eu/fp7/ict/fire/
http://cleanslate.stanford.edu/
http://www.internetfutures.eu/?s=State+of+the+Art
http://blog.internetgovernance.org/blog/_archives/2007/2/5/2711730.html
http://www.internetfutures.eu/?p=128
http://futureoftheinternet.org/download
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Figure 1.2 Who influences the evolution of the internet? 

Simon Forge SCF  Associates Ltd All rights reserved 2009 1
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1.3. A European view within a global context  

The European Union naturally wants to ensure that the future internet best serves the 

interest of European citizens and businesses. The Bled Declaration, a call for concerted 

European action to redesign the internet, is testament to the EUôs desire to meet societal 

and commercial ambitions. Nevertheless, the EUôs future internet sits within a global 

context, and internet culture and technology are both local and global by their very nature. 

So any future internet must be predicated on the needs of its global user-base and of the 

international relations the internet will now engender. Originally US-centric in 

governance and culture, in the future the internet will be increasingly determined by 

global interests.  

The real number of internet users in the world is difficult to calculate although Internet 

World Stats  estimated about two billion in June 2010. The number and demography of 

internet users is rapidly changing, with the main growth being in the developing world. In 

March 2010, the Chinese Network Information Centre (CNNIC) announced that more 

than 400 million people in China were using the internet. Despite a history of the USA 

dominating its use, technologies, applications and content, the number of Chinese internet 

users now exceeds the total population of the USA (see Figure 2.4).  

 

Figure 1.3 Number and growth rate of Chinese internet users 

 

ñAny future 
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of the needs of 

its global user-
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Source: China Internet 

Network Information 

Center 

http://www.future-internet.eu/index.php?id=47
http://www.internetworldstats.com/stats.htm
http://www.internetworldstats.com/stats.htm
http://africaasia.net/
http://www.cnnic.net.cn/en/index/index.htm
http://www.cnnic.cn/en/index/0O/02/index.htm
http://www.cnnic.cn/en/index/0O/02/index.htm
http://www.cnnic.cn/en/index/0O/02/index.htm
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What is the global impact of such growth? The essence of networks is to reduce the 

impact of geography and political, social, organizational, psychological and security 

barriers (Hiltz and Turoff, 1978). A popular hope is that greater access to wealth and 

freedom will ensue (Benkler, 2006). The causal impact of internet infrastructure on 

economic development is becoming clear. For instance, a recent study for the European 

Commission showed that the impact of broadband on national economies depends on the 

level of broadband development ï in the most advanced European countries, broadband-

related gross value added (GVA) growth was almost double that of countries with less-

developed broadband. In its base case scenario with a constant adoption rate until 2015 

equal to the European average over the period 2004ï2006, broadband development 

contributes to the creation of more than one million jobs in Europe with a broadband-

related growth of economic activity of ú849 billion between 2006 and 2015 (see Figure 

1.4). 

Figure 1.4 Broadband-related GDP growth (EU27) 2006-2015 (cumulative) 

 

 

 

 

 

 

 

 

 

 

 

 

However, changes in numbers of users and their demography will also cause serious 

problems for the existing internet architecture and governance. A first issue is the walls 

being built around many national internets for political, social, and security purposes. 

Chinaôs Golden Shield  is a key example. Some Middle Eastern countries and most 

authoritarian governments are emulating such access walls. Moreover, some democratic 

governments, such as Australia, are considering the use of access control and filtering 

technologies to halt inappropriate content such as child pornography. But the definition of 

political, social and security acceptability varies from country to country. So even if the 

physical digital divide is bridged, new kinds of digital divide can be expected in a future 

internet world.  

A second issue is the concern that an explosive expansion in internet and ICT use could 

drive up energy consumption and contribute to climate change. Both broadband access 

and mobile networking need servers that run 24 hours a day. ICT products and services 

consume some 7.8% of EU electricity and may grow to 10.5 % by 2020 (European 

Commission, 2009).  The global population is still growing and, more importantly, the 

number of internet users is growing more rapidly. Experts in our Delphi Survey were 

unanimous that the internet would assume even more importance in most peopleôs lives 

over the coming decades. Connecting the ñother billionsò in Asia and Africa is laudable 

but the scalability of the internet architecture and its energy demands is unquestionably a 

challenge. Telecommuting, teleconferencing, smart grids and metering, etc might mitigate 
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http://books.google.co.uk/books?id=VEOhWGs26X0C&printsec=frontcover&dq=Roxanne+Hiltz+and+Murray+Turoff's+The+Network+Nation&source=bl&ots=FLPqyxVbDX&sig=waxD6fN2T8ZiFhcFT39--1-yOxc&hl=en&ei=WCe4TPD0HdTP4gbYnLWYDg&sa=X&oi=book_result&ct=result&resnum=1&ved=
http://books.google.co.uk/books?id=McotnvNSjQ4C&lpg=PR7&ots=YSyITgFop0&dq=internet%20wealth%20freedom&lr&pg=PR4#v=onepage&q=internet%20wealth%20freedom&f=false
http://www.scribd.com/doc/15919071/Dave-Lyons-Chinas-Golden-Shield-Project
http://ec.europa.eu/information_society/activities/sustainable_growth/docs/com_2009_111/com2009-111-en.pdf
http://ec.europa.eu/information_society/activities/sustainable_growth/docs/com_2009_111/com2009-111-en.pdf
http://ec.europa.eu/information_society/eeurope/i2010/docs/benchmarking/broadband_impact_2008.pdf
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growing energy use but could be outweighed by the rebound effect or the Jevons Paradox, 

whereby greater efficiency leads to higher consumption.  

Finally, threats to cyber security are growing. With swarms of PCs captured by botnet 

software, miscreants can initiate large-scale online attacks from a remote hidden location. 

There is also a risk that cyber wars might break out between states via ñnon- formalized 

state actorsò employing cheap technologies to attack. Will security forces be able to 

locate the real perpetrator in time, from among the myriads of potential attacking 

computers distributed across the world? How can we maintain the robustness of critical 

infrastructure while preserving hard won democratic freedoms? 

Today and increasingly in the future, states function within various networks of 

interdependence (NIC and EUISS, 2010). Global powers no longer seek territorial 

expansion. They combine information and communication networks, logistical networks 

such as maritime and air services, with financial, trading and economic influence 

networks to persuade and negotiate with others. This transition of hegemony will allow 

the emergence of plural hubs of actors in global governance. The likely implication, as 

seen by participants in the studyôs Tokyo workshop, was that the although the USA may 

maintain a powerful position, Asian, Latin American, African, Near/Middle East, 

European and other hubs will  emerge. At the level of the international community, the 

core requirement for the internet will be to connect hubs and other smaller nodes in the 

world, as political and economic powers will become far more distributed.  

1.4. Embracing multiplicity and multidisciplinary thought 

Looking forward, the internet is poised to connect an ever-greater number of users, 

objects and information infrastructures. This means that the policy framework governing 

its use and development also needs to be adaptable, carefully crafted and co-ordinated 

across policy domains, borders and multiple stakeholder communities. For these multiple 

dimensions, the primary axis is the requirements of different categories of users for social, 

economic and political progress. Of course, political decisions on priorities will vary 

across jurisdictions but understanding broad user needs, explored in Chapter 2, to 

formulate guiding principles for the internetôs development, outlined in Chapter 3 will 

surely aid decision making. The technical requirements resulting from these guiding 

principles are explored in Chapter 4, while implications for policy, regulation and future 

research are outlined in Chapter 5. 

What is clear is that we can no longer afford for research on the impacts of the internet on 

society, and vice versa, to be addressed in the traditionally fragmented way of the past. 

Computer science, social sciences and other disciplines all have their own separate 

approaches but all have a contribution to make to understanding how best to move 

forward. A more holistic and multidisciplinary approach is needed, as perhaps illustrated 

by this study, so that we may better understand how to guide the development of the 

internet so that it best serves the needs of citizens and societies around the world. 

Moreover, in the absence of such a holistic understanding, there is a growing risk that 

technology-driven developments guided by short-term commercial interests may 

irreversibly hamper some of the basic principles of the internet (eg end-to-end, openness, 

etc), which have allowed its flourishing and its key role as an engine of innovation and 

democracy.  

ñDesign of the 

future internet 

will demand a 

more holistic 

approach and 

multidisciplinary 

thinking.ò 

http://books.google.co.uk/books?id=nfHDSSqi4NQC&lpg=PP1&dq=polimeni%20the%20jevons%20paradox&pg=PP1#v=onepage&q&f=false
http://www.acus.org/files/publication_pdfs/403/Global_Governance_2025.pdf
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Chapter 2. Analysing needs: different scenarios, 
multiple perspectives 

2.1. Research findings from the Delphi survey 

An online Delphi survey of hundreds of internet experts in Europe and across the world 

was a key element in our study. It was conducted among experts drawn as far as possible 

from different countries and backgrounds and with a more socio-economic emphasis than 

technical. Results from the first round emphasized that the internet would become vital 

for the majority of people in five to ten years, as shown in Figure 2.1. Most respondents 

believe that it will become indispensable for finding and maintaining employment, and 

employment related services, as well as becoming the prime source of news, 

entertainment and a channel for socio-political expression within 5 to 10 years.  From the 

survey, up to 50% of a personôs day will be directly influenced by the internet as it 

permeates most aspects of our lives, as by 2020 the internet is expected to also support all 

basic voice and data communications. It will thus represent the principal social interactive 

conduit for a majority across the globe, with an increasingly significant influence on our 

daily life and lifestyles. 

Today most users employ the internet to retrieve or share information and this is expected 

to expand, especially for social networks, (such as YouTube, Friendster, Facebook, 

LinkedIn, MySpace, Twitter, etc). However, networks may have to take on new forms, as 

the survey confirmed a possible strong limit to current social networks ï the lack of trust 

in how personal information is used by services is the highest barrier to internet use ï as 

shown in Figure 2.1 in the set of potential inhibitors to internet expansion.  Overall, the 

findings indicated that social and economic use of the internet will tend to exceed the 

political usage. Also the majority of government services will use the internet to interact 

with people. For instance, citizens will be able to access basic information or to engage in 

simple communications with government agencies. However, detailed advice will still be 

delivered via face-to-face interactions.  

In terms of business usage, there is a general perception that by 2020 the internet will 

become critical for the vast majority of business functions. Jobs and the economy are 

more likely to be dependent on the internet by 2020. It will soon be as vital as electricity 

for most business activities, including operations, sales, management, human resources 

and finance, expanding on today where it is already crucial for logistics, research and 

development, marketing and personal relations using the Web. Among its many potential 

new functions, the internet of things, or interconnection of machines, and sensors/tags and 

humans, is perceived as viable, but beyond 2020, not before. 

Respondents expected that politicians and governments will continue to develop their use 

of the internet to influence politics, where it is already a powerful tool to help campaign 

groups to coordinate supporters in specific political actions. Political parties will be 

fundraising, recruiting and interacting with their members through the Web. We may also 

see more use of online consultations on specific legislation or government polices. 

However, we may not see the internet being used to organize e-referenda for direct  
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Figure 2.1 Some selected key findings from Round 1 of the Delphi survey 
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democracy leading to legislation. Such an ambitious objective may never be achieved 

unless we improve the security of the internet. On the reverse side, of whether 

governments will be able to control thinking and censure debate over the internet, the 

majority of respondents felt that eventually this would fail (see the results charts in Figure 

2.1). 

Perhaps pragmatically, there was little confidence that security and privacy issues would 

ever be satisfactorily resolved so that the internet becomes a truly safe and secure place to 

interact socially and to conduct business, and one which is also highly reliable. 

Our expert base was pessimistic on finding an easy solution to this key infrastructure 

problem. Nearly a quarter thought a truly resistant network infrastructure would never be 

implemented, while almost another quarter could foresee this only after 2025. The 

consensus was that the internetôs vulnerabilities are deeply embedded. In fact, for a 

significant proportion (25%) of respondents, they are incurable. A not very encouraging 

general message is that by 2020 the internet will remain vulnerable to critical failures and 

cyber attacks. 

However, according to the Delphi survey, a few of the expectations for 2020 in advances, 

functionality and human interfaces should be met. First, an EU-wide mobile internet will 

be everywhere. Second, most citizens will trust online transactions and financial services 

more, even though the internet will not reach acceptable levels of privacy or crime 

prevention. Nor will the internet be secure and reliable enough for vital services in which 

lives could be lost by malware or malfunctioning, eg tele-surgery or air traffic control. 

Average internet use across the EU will exceed watching broadcast TV (including social 

networking, playing games, listening to music, watching TV over the internet etc). The 

surveyôs majority voted for the internet becoming the main conduit for video by 2020.  

Overall, by 2020 considerable changes for users are expected. On the one hand, social 

exclusion will be reduced with smaller gaps for the age, gender and able/disable divides. 

But, on the other hand, the geographical divide may or may not be reduced and wealth 

and education level will remain important causes of the current digital divide. 

Nevertheless, by 2020 internet use is expected to increase from the current 66% to 75% of 

the EU population. On the other important issues for a ñsocially-positiveò development of 

the internet, by 2020 lower cost and user-friendliness should be the most significant 

positive factors, followed closely by some degree of greater trust, security and secure 

applications, mobile access and open access. Developments such as open standards, 

network neutrality, multicultural/multilingual interfaces or collaborative tools seem to 

have lower levels of importance or impact for a ñsocially-positiveò internet. 

Learning and education processes will also be impacted at most levels. Today the internet 

has penetrated education mainly at the university level (both undergraduate and post-

graduate). But by 2020, respondents expect vocational retraining, secondary education 

and li felong learning to be deeply influenced by the internet. The impact on primary 

education remains to be seen. One of the interesting findings of the survey is that the 

promotion of e-literacy, the improvement of general levels of education and the reduction 

of poverty and social inequality appear as the most important drivers for the take up of the 

internet by 2020.  

Naturally, future evolution of the internet could also be hampered or slowed by a number 

of inhibiting factors especially the growing uncertainty over the use of personal data and 

privacy concerns. Furthermore, between 10-20% of the population are expected to 

categorically refuse to use the internet, considering it an unnecessary imposition. 

Overall, a future internet is expected to be more user-friendly, offering ever more wide-

ranging, refined and spontaneous ways to interact. For example, image recognition and 

gesture detection (with machine vision) or multi-sense technologies might become widely 

available. By 2020, some segments of the user population may be able to test advanced 

prototype versions of natural language understanding for all the EU languages (with 
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interactive voice) or useful intelligence-interpretation interpolation. The internet may also 

become more óintelligentô and responsive to usersô requirements with greater use of 

semantics, for example. New sociological and psychological behaviours as a result of 

internet usage and penetration in society are expected. Internet cultures will tend to be 

more creative as the internet is already forming a new digital adjunct to some segments of 

society with increased social interactions. 

The internet will also play an important role in global issues. For this reason, there will be 

many attempts to apply more political control to the internet (globally and nationally). 

Current global and economic conditions will accelerate internet usage so new actors will 

enter in response to its commercial potential while all actors will try to shape the internet 

and its operation in their favour. Respondents held conflicting views on whether the 

internet will ever contribute to a new form of capitalism, based more on individuals, 

SMEs and personal content ï a form of post-corporate economy. Similarly, there was no 

consensus on whether the internet may or may not challenge the global balance in trade 

and power by 2020. What is clear is that governance structures will be needed for the 

internet and that it will be politically difficult for internet governance to be controlled by 

international actors, such as the United Nations.  

With regards to the pace of evolution of the internet, revolutionary changes by 2020 are 

not clearly expected. The idea of having multiple ñinternetsò with special attributes by 

usage (eg a secure e-commerce version, and/or a real-time safer/more resilient form for 

vital functions such as surgery, and/or a social networking internet with privacy 

functions) does not seem to convince around a quarter of respondents as ever happening 

while the majority think it would be another 10 years at least. An alternative, apparently 

less conflictive possible situation for 2020 is an internet with tiers of value and 

privacy/security. Would this reduce or increase exclusion or the digital divide between 

those with premium services and those with standard ones?  

Payment models for internet services are also expected to evolve from subscription and 

advertising by 2020, as new business models appear for ñmonetizationò although their 

nature is quite unclear. Equally feasible may be the internet of things with billions of 

objects reachable through the Web.  

Another possible situation for 2020 would be for user-generated content to become 

dominant, be it via broadcast (one-to-many push), or peer to peer, or via user-controlled 

pull. Proposals of new business models charging for internet applications which are ñfreeò 

today will be controversial. In the same way, an internet divided into paid-for and a few 

free services will be divisive. As mentioned in the discussion about future functionalities 

above, the internet will gradually evolve into the TV channel of choice, against 

conventional broadcast or cable TV, as a virtual VCR with video on demand.   

Essentially the internet is perceived as permeating the lives of everyone across the planet 

over the next 15 years ï directly and/or indirectly, through businesses and consumption of 

products and services produced online. Underlying this is the expectancy from 

respondents that the internet will be developed substantially, implying that however 

slowly it evolves, it will need to be effectively ñrebornò in order to gain this status with a 

new architecture that avoids its inherent constraints and vulnerabilities. 

In parallel with the first Delphi survey round, a key project goal was to identify the 

overall needs for a future internet using multiple contexts as perspectives. Through 

several expert workshops we constructed four scenarios of plausible future socio-

economic sets of conditions, with their differing needs, which we now examine. 

2.2. The scenarios and their messages 

Four scenarios were developed to focus discussion in the workshops which evolved 

during the course of the study. Scenarios are not predictions of the future but logical 

projections, taking account of likely social and economic trends. We used our online 
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Delphi survey of experts with other desk research to identify these trends and so shape the 

four scenarios, which were: 

1. Smooth Trip ï the rise of the internet economy as a whole life and work style ï a 

middle road against which we can contrast scenarios that are more disruptive. 

2. Going Green ï the internet combats the growing environmental challenges   

3. Commercial Big Brother ï an authoritarian/commercial consumer platform 

4. Power to the People ï emergence of the e-Demos, a forum for democracy and 

freedom.  

These four scenarios are contrasted in Figure 2.2 in terms of user control and 

environmental friendliness. 

Figure 2.2 Comparing the scenarios in terms of user control and their  

environmental friendliness 
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The scenarios are summarized below, with more detailed versions in Appendix D: 

1: Smooth Trip ï the knowledge-based internet economy 

The internet pervades every aspect of public and private life. It is a major engine of social 

progress and economic growth, completing its transition from a repository of information 

to a ubiquitous tool for sharing and creation, a platform for everything from commercial 

transactions to socializing to education. Being the basis of global social and economic 

progress, internet privacy and security offline and online become increasingly important 

and assured. Governments acknowledge the importance of the internet to economic and 

political stability. Internet governance has evolved to direct interactions with citizens on 

many key questions.  In an increasingly isolated world, with more and more families 

geographically dispersed, there is a growing individual need for self-fulfilment and self-

expression. Individuals also desire greater effectiveness and convenience in their daily 

lives. Companies and governments continue their quest for productivity gains.   

Demographic trends have reduced the percentage of working-age adults in Europe. 

Education is seen as increasingly crucial for the development of the European economy.  
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As a result, there is a strong focus on improving educational systems across Europe and 

enhancing re-training and re-skilling through digital means.  

A large proportion of internet surfing by users is done on small mobile devices that may 

connect to larger screens or project on to any surfaces as required.  Teleworking and 

remote collaboration are accepted across organizations, in the public and private sectors. 

From the userôs perspective, there is very little that is not available online and this has 

enhanced the conveniences of daily life tremendously, allowing more time to concentrate 

on life goals, family, friends and hobbies.  The majority of web and internet access is 

mobile, portable and nomadic. Augmented reality is an important added value to software 

applications, particularly in urban navigation, health care and gaming.  

The user community is highly inclusive, bridging the problems of exclusion through e-

literacy, wealth, education, special needs, etc with greater diversity and customization of 

uses. Income disparity remains high but has not been increasing as sharply as in previous 

years. There is a growing political argument in Europe that to remain competitive at the 

global level, all of Europeôs citizens must form part of, and benefit from, social and 

economic growth.  Governments have acknowledged the importance of the internet to 

economic and political stability and have learned to expand its use for communicating 

with citizens. Remote working is commonplace and geographically dispersed 

relationships are made easier through the use of enhanced social networks.   

The gap in use of the internet between men and women, young and old, able and disabled, 

low-income and high-income has narrowed due to its widespread availability at an 

increasingly affordable cost. The internet has become an equalizer, helping an ageing 

Europe to better compete with American innovation and the Asian giants now dominating 

the global economic scene.  Mobile devices and networks are the norm, both indoors and 

outdoors, and users can typically find free and easy-to-use urban networks for anytime 

and anywhere access.  An expanded internet includes everyday ñthingsò (from 

toothbrushes to buildings, signs, posters, and documents) so information is available in 

indoor and outdoor urban settings, stores, enterprises, museums, and in the home.  Greater 

interaction online is an important driver of the diversity and growth of the internet. Social 

and professional networking, blogging and micro-blogging have led to a greater exchange 

of ideas, opinions and information.  Finding jobs and commercial partners and products is 

much easier.  At the same time, the user community has become more politically active 

against increased governmental or commercial control of the internet. 

2: Going Green ï the green internet economy  

Halting and reversing the effects of climate change has become key for planetary survival 

ï not only environmentally, but also economically, politically and socially. It is clearer 

than ever that sustainability is crucial for long-term EU economic growth and 

competitiveness. ICT is a key enabler of a sustainable and low-carbon society. 

Connectivity is the backbone of ICT green solutions. The application and diffusion of 

ICT in virtually all industries will significantly reduce total global CO2 emissions by 

2020. However, real gains are seen when replacing carbon-intensive activities with ICT-

based processes. The focus is on green and smart ï green intelligence in monitoring, 

controlling, adjustment, management, automation and substitution is embedded in the 

new green industry sectors from transportation to waste reduction. 

The green economy permeates all facets of political, economic and social institutions. The 

governance that underpins the green economy is highly regulatory, with legislation and 

policy measures for everything related to CO2 reduction and environmental protection, to 

reinforce environmentally conscious behaviour.  This is underpinned by a new generation 

of internet technology for the sustainability initiative ï specifically the control and 

monitoring of the large generators of greenhouse gases and of energy generation/ 

consumption and of the environment in real time. It may demand a much larger capacity 

internet, unless all is locally filtered as although many systems may be slow, volumes 
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may be enormous. Also, reliability at low cost means redundant signalling protocols with 

code repair algorithms, as most sensor networks are radio-based, in mesh configurations.  

Public, business and domestic internet 24x7 infrastructures continually measure and 

assess emissions generated by products, services and behaviours.  Actions with an 

adverse environmental impact can be quickly identified, enabling immediate corrective 

action for optimum environmental protection.  This has become essential as the situation 

worsens ï everywhere is wired up and monitored.  

Social networking tools have become core to dealing with global catastrophes by quickly 

mobilizing help in the global community and through the rapid conveyance of 

communications and information to distressed places. As it is a regulatory requirement to 

monitor, record and manage domestic energy consumption, the government has 

connected all homes to the internet, also capitalizing on it for digital literacy.  Educational 

campaigns and information on current environmental issues, guidelines for green living 

and the status of green initiatives are communicated to all.   

Developments in internet infrastructures using third generation LEOs (low earth orbit 

micro-satellites) now make it possible to have a global 24/7 network even when a 

countryôs landline, mobile phone and conventional satellite infrastructures have been 

devastated. Individuals and online eco-communities use innovative web-based tools and 

applications, which have become vital in global disaster relief.  Mobile platforms, 

computational linguistics, geospatial technologies and visual analytics are used for early 

warning and rapid response to emergencies and rescue efforts.  Much is socially driven, 

and therefore is open-source and free, with no commercial IPR. 

Tele-working and video conferencing are universal.  Working from home is the norm.  

Access to the internet is via environmentally friendly mobile devices for on-the-go-

anywhere connection, also essential for disaster situations.  

3: Commercial Big Brother  

The internet becomes a purely commercial channel for entertainment, retail commerce 

and advertising, mostly directed by the largest players amongst ISPs, telecoms, consumer 

goods, retail, advertising and media publishing. Development of a consumer-media 

broadband internet is the major thrust. Between 2012 and 2017, the internet becomes 

popular as the replacement for broadcast TV, offering an interactive consumer channel. In 

this commercial internet world, content providers and ISPs increasingly market a range of 

consumer offerings through controlled internet spaces, most often with walled gardens for 

TV shows, games etc, linked to retail offerings for everything from supermarket shopping 

to houses. The offerings are more like cable TV or satellite: tiered bundles of options 

rather than conventional internet access of a freely selective nature. Such domains are 

created to maintain user lock-in, effectively closing the network to open access.  User 

privacy ends as companies can exchange data on every transaction without hindrance. 

Where restrictions exist, data is stored and exchanged in those countries where privacy 

laws are ineffective as there are no effective international agreements. 

This form of internet is driven by three ñcarrierò infrastructure industries: 

¶ Extensions of the current internet players ï ISP and search engine plus social 

networking sites all rolled into one ï who carry the above media services and link to 

retailer websites to make their profits 

¶ Fixed and mobile telecommunications incumbents globally ï who branch out into 

being national ISPs and media brokers to the main content providers, with their own 

ñwalled gardenò media products  

¶ Cloud computing ï with hosting sites for applications created by individual 

enterprises to operate their business and to store vast silos of data, as well as for 

common ñproductivity toolsò for individuals rented as a service from the major 

software vendors. 
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Early on there are two layers of internet industry structure. First is an upper layer which 

comprises the large players in retail goods and services, media industry, especially music, 

news and advertising. The lower layer consists of an amorphous set of ISPs of several 

kinds, players in services such as search and social networking, as well as basic 

communications. They offer network connectivity, processing power and data storage 

with the necessary infrastructure. However by 2015, these two layers have begun to 

coalesce.  Thus the older model favoured by telecoms incumbents (both fixed and mobile) 

becomes the norm, that of vertical dominance across the two layers with no off-network 

access. Most often, such players are re-badged telecoms operators who expand from 

mobile into internet, followed by a phase of acquiring internet content providers. 

Incumbent telecoms operators offer ISP services combined with their WAN networks, 

now commonly labelled as ñNext Generation Networksò. Thus the new fibre 

infrastructure is often subsidized by nervous national governments who have been led to 

believe that closing the digital divide means installing fibre ñnearish to the homeò, 

solving the incumbent telecoms operatorsô capital requirements while cementing their 

network control. These large consumer-culture, communications and internet players 

further consolidate to three massive global players from around 2020 onwards. They 

operate the global market through tacit collaboration. Consequently, using the internet 

slowly comes to mean being tied into this small range of content providers and ISPs, 

where the user pays for all uses.  

Open free use of the internet, independent websites, free speech and ideas tend to shrink. 

Note that there is widespread government acceptance of the commercial culture for 

reasons of political censorship and control, by suppressing use of the internet to spread 

ideas, organize opposition and protest. Limited technology advances are largely aimed at 

consumer gadgets and efficient management of multi-channel asymmetric media flows, 

with peak streaming management. The old internet model is able to scale up to suit the 

purposes of its commercial operators ï as a platform to sell consumer services, goods and 

entertainment.   

4: Power to the people ï emergence of the e-Demos 

Ordinary people no longer wish to wait for governments and technologists to decide what 

the internet of the future should look like. They react against government attempts to use 

the internet for their control and as a way to cut the cost of government. People take the 

initiative, but in no organized way to start with ï they push back against the status quo 

and demand their own way for the internet and to close the digital divide with 

applications designed for and by ordinary people. Governments and large corporations are 

not the drivers, but become the spectators to a newly shaped internet.   

Prompted by the financial meltdown which triggered the six-year global recession, 

ordinary people seek new ways to earn, invest, control and manage money. So a new type 

of internet is an essential component to drive GDP and employment, as a job finder and 

creator. Increased numbers of occupations and workers are internet dependent worldwide, 

with novel employment, business and consumer/prosumer models. Ordinary people want 

an internet that enables them to ñtake chargeò of the events that are having a tremendous 

impact on the lives of their generation and on the future. They demand a free and open 

internet environment in which they can have diverse, easily programmable devices that 

can connect to anything for any content, service or application.  This requires a new level 

of technology access, aimed at the ordinary person. Access to content and information is 

made freer and the use of free/open source software and content becomes much more 

common. Creators rely more heavily on alternative business models. As everybody has 

free access to content and information, this becomes a key enabler of real bottom-up 

innovation and social progress, eliminating the knowledge divides. 

Freedom extends to the choice of whatever network they wish to connect to. In the online 

world, the consumer wants freedom, because new business models, with flexible, low 

cost and a steady stream of new services favour the consumer and their rights. The drivers 
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for this lie in personal assertion, expressed in political movements for such causes as the 

environment. Society as a whole drives a strong demand for ñuser and e-consumer rightsò 

ï for transparency, trust, fraud-resistance, protection and fair, honest governance rules. 

Social attitudes focus on community building and bridging gaps in a highly diverse global 

society. Thus there is a shift in requirements to open outwards, to expand the range of 

contacts, and participate in new (online) communities, for more intensive participatory 

lifestyles. This builds against a demographic background of an ageing and already elderly 

population, dispersed families and single unit families, generally more politically astute 

and active. The advance is led by ordinary people who first build spaces for social 

interaction, then markets, information spaces, etc as well as a new range of much easier-

to-use tools. Self-help means self-building and sharing the benefits. New directions in 

services and ways of using the internet largely come from the developing world, starting 

from Asia and spreading further out into the developing world. By employing a few 

simple open source tools, people build secure spaces, resistant to malware, scams, 

phishing, etc and to commercial intrusion ï spam, pop-ups, cookies, etc. A new concept 

of privacy emerges, not related to any commercial interests and based on strong identity 

management. 

2.3. Implications of the scenarios 

The scenarios were discussed in the workshops at length (Appendix F) and their 

implication considered. As an example, the findings of the Cambridge, MA workshop are 

summarized below.  

1. Smooth Trip 

This scenario was seen as providing a smooth interoperable platform with a low cost to 

entry and easily accessible information and services:  

1) Policy development and implementation: Policy will have a large impact, both 

positive and negative, on what is available to users. In particular, policies dealing with 

data protection, inoperability, IPR, transparency were raised as important. The need to 

not simply copy policies from other regions (ie the USA) was highlighted as well as the 

need to align policy with an understanding of what citizens and consumers want. 

2) Open standards and access: There is a general trend towards enhancing openness and 

access across people and devices. However, there are differences between what users 

want vs. what businesses are willing to provide. This scenario requires a cultural 

willingness to share as well as the ability to filter information effectively. Filtering 

becomes a key focus, ie search engine technology.  

3) Network neutrality: This is particularly relevant in enabling this scenario. However, it 

is not simply a matter of preserving network neutrality no matter what the implications 

(eg the potential damage to voice traffic). Instead there is a need to maintain a level of 

neutrality but without strong enforcement or strong violation, ie network neutrality stays 

the same but with some caveats, such as voice.  

4) Economic models and incentives: Economic models should remain as varied as 

possible to encourage innovation. There is a high degree of interaction between 

government and business, both large and small, with businesses having vested interest in 

government. Government and end-users both fund projects.  

5) Security, privacy and control: Private commercial enterprises are often responsible for 

security as part of the economic model ï competition actually leads to more secure 

networks than governmentsô attempt to create privacy. There is a risk of a false sense of 

security, with trade-offs between security and anonymity.  Due to the high reliance on 

data exchange, privacy and security issues are critical and as a society we become more 

vulnerable to cyberwar and crime. 

6) Technological development: Development is modularized in this scenario with 

incremental technologies and atomized self-interest. There is a risk of slow rates 
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development and systemic technical problems in implementing new services (eg IPv6). 

Technology is developed collectively with everyone contributing to make up a larger 

whole while legacy systems are supported. Mobile access becomes increasingly 

prominent as a means for accessing services and information.  

7) Social inclusion and exclusion: There are fears over new forms of inequality and a 

technical hierarchy of users that does not necessarily coincide with the competence and 

skills that we have now. Issues of inclusion and exclusion should not simply be linked to 

wealth and education (although these remain key concerns), but there will be new forms 

of exclusion and the risk of forced inclusion. New forms of filtering and aggregation will 

emerge alongside new forms of power and control mechanisms. Particular interest was 

expressed in relation to the ageing population and developing nations.  

2. Going Green 

In the Cambridge, MA workshop, the relevance of this scenario to the internet was 

questioned (although in the Brussels and Tokyo workshops attitudes were very different). 

More generally, this scenario raised a lot of control issues:  

1) Economic models and incentives:  Discussion focused on what would count as 

incentives. On an individual level the primary incentive was seen as lowering energy 

bills. The importance of government involvement was highlighted, eg energy efficient 

appliances would not have emerged without government incentives. However, while it 

was argued that government-centric economic models and incentives were critical for 

success of the green energy movement, market forces need to be allowed to play a more 

active role and subsidies should be minimized.  

2) Energy consumption and sustainability: What actually counts as increased energy 

efficiency and sustainability is not always simple. Three main topics were discussed. 

First, where to source energy for computer data and processing, ie Googleôs initiative to 

build server farms near water bodies. Second, sustainability issues around provision of 

power for increased computing services. Third, questions around the disposal of 

technology and devices in a sustainable manner, eg end of life products could be recycled 

and secondary uses developed.  

3) Culture norms and globalization: Will the internet be national, global, or local? While 

this scenario would speak to some audiences, eg Google spends more on power bills than 

on salaries and are putting money into alternative energy centres, some people do not 

believe in climate change. Businesses are moving data centres to cheaper countries, so 

globalization not only has to be taken into consideration in relation to adoption but also 

management, control and regulation. It was unlikely that internet services would replace 

travel unless government forces it. 

4) Security, privacy and control:  Privacy is affected in this model due to requirements 

for monitoring and gathering evidence against individuals. In order to monitor and hold 

people accountable for their energy use, data protection becomes increasingly important.  

5) Standards: Standards are needed to monitor consumption at a global level. There are 

architectural choices, but not direct choices, eg gradual shift to low-powered devices, 

cloud services. NGN/clean slate is not affected. 

3. Commercial Big Brother 

This was considered by the Cambridge. MA workshop as the default scenario, the one 

which we are moving towards and most closely reflects the current one. Societal cost is 

distributed and innovation in this model happens (and is funded) from those who benefit 

the most. This has led, and will lead, to increased capabilities for data storage:  

1) IPR: Copyright of data and surrounding legal issues is a huge concern. There will be 

less and less control of data/information by the content creator with the data collector or 

aggregator becoming stronger. The right to control will be on the side of the collector, eg 
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News Corporation vs. Google. There will be an enforcement and then expansion of the 

powers of intellectual property with messy legal situations due to cultural differences in 

data handling, copyright laws, and questions on intermediary liability. IPR takes an 

increasingly important role.  

2) Security, privacy and control: Security concerns are ambivalent. Security could be 

seen as a driver for this scenario, or could be based on a ñjust trust me argumentò with no 

truth in it, eg ATM fraud. Some argue that privacy is more important than security in this 

scenario with a downside being data storage and lack of mechanisms for minimizing data, 

leading to the hoarding of data and privacy issues for users.  

3) Economics models and incentives: The economic model and incentives are the main 

drivers for this scenario. Innovation accrues benefit to those who can fund it on a large 

scale while those who do not fund have no benefit. Economic models such as bundled 

services will influence uptake and use. Services with one single provider will reduce the 

cost and as a result affect what is provided, eg the Google scenario, the advertising model 

that seems free, but is commercially paid for. There are strong incentives for companies, 

but little for the state in this scenario. 

4) Standards: Network neutrality is crucial, but it depends on how it is defined. In Europe 

it is defined differently from the USA. There is a link between standards and control, but 

not an obvious or causal one. Some argue that open standards are counter to what Big 

Brother wants and others that open standards are what Big Brother wants. While closed 

standards support Big Brother, open standards do not necessarily work against it. If an 

ISP controls services it does not matter if there are open standards as they can just block 

access to websites. Having open standards lets users choose.  

6) Energy consumption: In this scenario more is better and energy consumption could 

increase, eg bigger screens. But ñgoing greenò could become a competitive advantage.  

4. Power to the people 

This scenario was seen as most favourable to user rights and the one with the least 

government intervention. Reputation becomes a driving force on individual and 

organizational levels: 

1) Economics models and incentives: There is no clear source of funding, but it is not 

likely that this will require high capitalization (ie communication meshes that do not 

involve large capital investment), resulting in a fragmented funding model. This scenario 

accommodates innovation and will play out when disruptive innovations are allowed to 

grow. Hence, innovative and associated compensation is a major motivation.  

2) Fragmentation:  There would be fragmentation of the internet into multiple sub-

internets. This may lead to a closed architecture of the internet (eg Apple ecosystem) and 

there is a risk that these emerging internets end up competing with each other. 

3) Standards Interoperability:  Interoperability on different levels would be highly 

desirable so that groups can form and create their own networks, but still share 

technology and applications. That requires some standards, perhaps open source. Network 

neutrality is seen as important, as are NGN and a clean slate that is transparent to the user.  

4) Key role players: This scenario creates interesting relations between various role 

players. What will be the role of the open source community? Government? Businesses? 

User/creators?   

5) Cultural norms and globalization: There is tension between global and local services, 

in which different cultures affect services. What language(s) and technology(s) will be 

used?  For example, the Korean network is strong and independent but their technology is 

common to the USA.  
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6) Security, privacy and control: Security was seen as really important in the context of 

closed internet communities, but it was argued that privacy is more important than 

security. 

7) IPR: In this scenario there would be a commons-based model with less high protection 

and more incentives for sharing information.  

An overall summary of these ñparameters of evolutionò for the internet is shown in Table 

2.1, which summarizes the findings of the MIT workshop. 

Table 2.1 Parameters of evolution of the internet  

Parameters of 
evolution 

1. Smooth Trip 2. Going Green  3. Commercial Big 
Brother 

4. Power to the people 

Internet 
infrastructure 

Based on current 
architectural principles 

Real-time, data 
driven, mesh, cloud 
services 

Vertically integrated Ad hoc/mesh, data/user 
driven 

Technological 
developments 

 

 

Mobility based 

No change in archit. 
principles 

Interoperability 

Sensors 

Distributed network 
control 

Streaming requires NGN 
or "clean slate" 

Walled gardens, 
specialized nets  

Distributed control 

Online Reputation, Viral 
adoption 

Generalized wiki 

Security, Privacy 
and Control  

Security from competing 
private efforts 

Tradeoffs with anonymity  

Sensitive to privacy, 
data protection 

Strong Security, either real 
or apparent 

Power to data collectors 

Privacy and identity 
more important than 
security 

Economic models As varied as possible. 
Work process evolution. 

Government and 
business support. 

Natural resources 
consumption. 

May need incentives 

Entertainment  

Driven by profits from 
industry, content and 
network providers 

Distributed, user 
generated 

Innovation from the 
bottom 

Social aspects  Social inequality Globalization key No social drive Main social drive 

Policy  Data protection 

Moderate IPR 

Transparency 

Energy, Environment 

 

Strong IPR protection 

 

No IPR protection 

Open standards 

Interconnection 

Standards Some tension between 
open and industrial 
standards 

Filter / search 
technologies key 

Need global 
standards 

Competing closed 
standards may prevail 

Open standards 
acceptable 

Open or Open source 
standards 

Multi-cultural support 

Network 
Neutrality 

Important but not 
strongly enforced 

Important but not key Ignored, just a burden Key element to enforce 

 

2.4. How experts think the future will develop 

There was consensus at the Cambridge, MA workshop that although the status quo would 

degrade towards scenario 3 (Commercial Big Brother), it might also have some 

relationship with scenario 1(Smooth Trip). The interconnections between the four 

scenarios meant that they were not mutually exclusive. Their interaction and relationships 

needed to be further explored. It was felt that, although scenario 3 was most likely to 

happen, more could be done by governments to encourage scenarios 1 and 2 (Going 

Green). Scenario 2 is congruent with scenario 1, but different industries are in control. 

Scenario 4 (Power to the People) also has commonalities with scenario 1. It was also 

thought that we could expect to move from scenario 3, the closest to where we currently 

are, towards scenario 4, perhaps via scenario 2. However the question is whether all 

scenarios concentrate power in the net and not in the user. The Tokyo workshop also 

noted that the four scenarios are not necessarily independent nor are they parallel 

trajectories. They could be sequential. Even if the four scenarios were not contiguously 

sequential, each would appear in the process of the internetôs evolution, as it forms a basic 

infrastructure and so will evolve in an incremental way, and not as a sharp discontinuity.  

In the second round of the Delphi survey, experts were asked which of the four scenarios 

they thought was most likely to become reality, and also which they considered most 

desirable, as shown in Table 2.2. 
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The key findings are that in terms of likelihood, the ñSmooth Tripò scenario is most 

probable scenario with 67% choosing it. No other scenario reached similar levels.  The 

second most likely scenario is ñCommercial Big Brotherò with 47%, followed by ñGoing 

Greenò (33%) and ñPower to the e-Peopleò (23%). But in terms of desirability, ñPower to 

the e-Peopleò appears as the most desirable scenario (62%), in spite of being the least 

likely. The second most desirable scenario is ñSmooth Tripò (56%), closely followed by 

ñGoing Greenò (54%). ñCommercial Big Brotherò is overwhelmingly the least desirable 

scenario (8%). 

Table 2.2 Summary of Delphi round 2 

Opinions of  
110 experts 

Scenario 1 Scenario 2 Scenario 3 Scenario 4 

Smooth Trip 
A green internet 

Society 
Commercial Big 

Brother 
Power to the 

people 

All experts 

(110 experts) 

67% likely 

56% desirable 

33% likely 

54% desirable 

47% likely 

  8% desirable 

23% likely 

62% desirable 

Research/Education 

(68 experts) 

70% likely 

56% desirable 

27% likely 

52% desirable 

50% likely 

  5% desirable 

17% likely 

58% desirable 

Business 

(28 experts) 

54% likely 

50% desirable 

38% likely 

54% desirable 

48% likely 

16% desirable 

36% likely 

64% desirable 

Government 

(12 experts) 

75% likely 

75% 
desirable 

42% likely 

67% desirable 

34% likely 

  8% desirable 

25% likely 

75% desirable 

EU 

(67 experts) 

61% likely 

48% desirable 

30% likely 

56% desirable 

51% likely 

  7% desirable 

23% likely 

65% desirable 

Non-EU 

(43 experts) 

75% likely 

70% 
desirable 

37% likely 

51% desirable 

43% likely 

10% desirable 

21% likely 

57% desirable 

 

In terms of perception of the likelihood and desirability by type of stakeholder, 

government experts were even more convinced than the average that the Smooth Trip 

scenario was not only the most likely (75%) but also desirable (75%). Government 

experts also rated the Power to the People scenario as equally desirable (75%), but much 

less likely (25%). The views of experts from the research and education sector closely 

matched the average, while business experts rated the likelihood and desirability of the 

Smooth Trip scenario slightly less than the average. Compared to the group as a whole, 

business experts thought Power to the People was more likely and more desirable. 

Surprisingly, business experts thought Power to the e-People was more desirable than 

Smooth Trip. 

Results were also analysed according to geographical location of experts ï European 

Union vs. non-EU. Opinions on likelihood and desirability were similar. However, non-

EU experts thought that Smooth Trip was both more likely (75% vs. 61%) and more 

desirable (70% vs. 48%) than their EU counterparts. EU experts thought that Power to the 

e-People was the most desirable scenario (65%), but unlikely to become reality (23%). A 

brief survey of the key drivers of change over the next three decades with more detail 

appears in Appendix B.   
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2.5. Trends and drivers ï outputs from the workshops and 
other research 

Expert workshops were held in Brussels, Cambridge (hosted by MIT) and Tokyo (hosted 

by Keio University) to further refine these Delphi findings. A second Brussels workshop 

was held to validate the studyôs findings. At each event scenarios were used to stimulate 

wide-ranging discussions and identify the main trends and drivers. We categorized these 

into five major types ï economic, social, technology, psychology and human interface.  

2.5.1. Economic trends and drivers 

The world already has an internet based economy ï it is an essential mechanism driving 

GDP and employment ï so the internetôs future evolution will inevitably be shaped by 

economic forces. The network itself has spawned a whole new industrial sector since the 

early 1990s. The overall level of internet demand (and choice of services) is set by the 

degree of prosperity in real purchasing power terms of its users. Prosperity-based demand 

is also constrained by a range of economic-behavioural factors such as trust and 

confidence. Interestingly, both project workshops in MIT and Tokyo pointed out the need 

to develop new ways to measure and evaluate choices for the internet, beyond simply the 

monetary, eg in metrics such as reputation, trust, happiness, social worth, etc. 

A first economic driver is the ñglobalityò or global scale, because in trade, reach is 

sometimes everything ï also indicating that geographically limited internets (eg only one 

country) are to some extent restricting trade, putting limits on economic growth. The 

speed of commerce is accelerated. This has effects on the rate of investment, so internet-

based trade stimulates higher global liquidity as the ease of international commerce 

increases. 

Moreover globalization of trade shifts the focus of the internet, as developing nations will 

be dominant in gross GDP terms between 2030 and 2040. Emerging markets will show 

the fastest rates of inward investment as well as growth over the next few decades and so 

will tend to define the internetôs future shape. As the first Brussels workshop pointed out, 

their lack of wired infrastructure will promote the mobile internet model. 

Education is a factor whose value is accelerating in the knowledge economy. A future 

internet will be driven and shaped by increased demand for education. At all its levels, 

education is a major economic driver, at both a micro- (personal) and a macro-economic 

level, for the move to knowledge work. Learning over the internet will be a key ingredient 

and background to future education especially at the higher levels, and so a key economic 

driver, as noted in the first Brussels workshop.  

Linked with education is a further economic driver ï the demographic trend to an ageing 

population, and with it, an ageing workforce with extended longevity. These workers will 

need to reskill to gain employment in a future knowledge-based economy, now a serious 

future issue for Europe and globally, as pointed out at the Tokyo workshop. The ageing 

population will also depend on more in-home health and social care, to reduce costs of 

health schemes ï again drivers for a pervasive internet. Such an internet will require 

specific features suited to caring for the elderly and maintaining active life, with a 

prolonged working life, particularly as under-funded pension schemes across the 

developed world lead to delayed retirement for many workers. 

2.5.2. Social trends and drivers 

A future internet will be some partial mirror of society, a component part of a complex 

social, human system, in a restricted view. Major social trends that drive the internet as a 

new component of society include globalization, accelerated lifestyles into which more 

has to be fitted, increased complexity of daily life and demographic change. For instance, 

one lifestyle-related change is the reshaping of personal privacy on the largest social 

networks, reflecting commercial imperatives and the behaviour of their main users ï 

teenagers and young adults. But the internet must also reflect social norms of acceptable 
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behaviour ï many societies set strong constraints on activities and capabilities. Such 

conditions set the general trend ï from an internet of PCs, to an internet of persons, for 

ubiquitous socializing, as noted in the second Brussels workshop. It implies pervasive 

communications and therefore mobile radio as the preferred access network, for activities 

such as social networking applications. This model supplants the traditional internet 

model of PC and wired connections for applications such as email, noted in both Brussels 

workshops. 

The next several billion users will bring in influences from a far wider range of societies, 

but that also implies a host of cultural enclaves rather than a single cultural and mental 

model. The first Brussels workshop emphasized that success as a social channel means 

the human signals and markers (visual, audio, gestural) must not be lost in the 

communications channel. It also sets certain goals for the internetôs evolution into an 

increasingly significant platform for social interaction.  As the Tokyo workshop pointed 

out, when the East European countries moved from communism to democracy, television 

was a key technology, but now the internet has become a potential infrastructure for 

global democracy. This has not been lost on authoritarian states, who are becoming 

increasingly sophisticated at monitoring and controlling internet communications. At best 

the network can enable dialogues among different cultures and thus between different 

states. Carelessly designed interface and usage technologies can create effective 

segregation, eg for older people. Understanding is required of how internet technologies 

can exclude anyone, eg via poor user interfaces.  

Legal issues will also be important in a future internet operating across national legal 

regimes. How they can be implemented and enforced in a borderless international market 

is still unclear. Existing national law may suffice ï but do the current laws need to be 

extended, where insufficient? For example, even within the European Unionôs single 

market, consumers are reluctant to buy goods and services online from other Member 

States.  

2.5.3. Technical trends and drivers 

Development of the internetôs underlying technology has been surprisingly slow (eg 

IPv6) as pointed out in the MIT workshop and in both Brussels workshops. Large 

European telecommunications incumbents have invested billions of Euros in ñNext 

Generation Networksò providing additional services (such as guaranteed Quality of 

Service), but it is not clear these will win in the marketplace against cheaper ñbest-effortò 

networks. This experience should make us think carefully about pure technology drivers. 

An evolutionary mode of internet advance is more likely. A complete new generation of 

fundamental internet technology may be too ambitious. As the Tokyo workshop noted, 

infrastructures have not really evolved since around 2005 as the technology vendors are 

increasingly static in their designs because the major players in the private sector are 

taking control of the upper layers. Thus the only innovations are for various traffic 

controls, such as deep packet inspection, to enable major players to identify and police 

internet communications. If effective use of open standards is ignored, the technology 

may become an inhibiting driver which could stifle internet advance and so block free 

entry to the internet infrastructure market. 

Hence, community driven innovation will be a key driver of future internet progress, 

alongside commercial innovations from companies within the internet business who 

retain intellectual property rights. The second Brussels workshop noted that a community 

approach can also emphasize the power of the individual by amplifying it through a 

community as a collective action, to carry more weight. The latter point is related to the 

concept of whether a European framework is required as the basis for an enabling 

infrastructure as well as for creation of new services. 

However, there are some technology trends with promise: state management at the web 

layer, application layer multicast, data-centric networking, publish and subscribe, 
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resource pooling through multi-path for more robust handover, and an identity layer for 

the internet were pointed out at the MIT workshop. Potential new directions for 

technology may be in growing user involvement in design, for more user-friendly 

applications and also those that better protect the common user.  Sensing and sensors and 

interactions with the real world will become far more important. A continuing area for 

investigation is whether the internet should continue as a ñdumbò network, with 

ñintelligenceò (computing power) located at the edges, or have more óintelligenceô as part 

of its infrastructure. 

Also when looking at future internet drivers, we need to be able to make a clear 

distinction between the technology of the internet and technology trends in general, eg 

wider use of RFID or cloud computing. These advances may impact the internetôs future 

engineering but may not become core internet technologies. One technology driver that 

does need to be assessed further on its implications for infrastructure is the internet of 

things, looking beyond simple RFID tags as the first Brussels workshop pointed out. 

Internet history is less relevant for future storage, processing and network transport 

models, for the general ways in which we handle data. Today the ratio of network 

capacity to storage capacity of data is quite different to that of 30 years ago, as storage 

capacity attached to the internet is currently increasing rapidly. New directions towards 

semantics and knowledge processing may be significant drivers of change, coupled to 

advances in storage, access and distributed processing of very large data sets. 

2.5.4. Psychological trends and drivers shape the future internet 

Key to the internetôs future is the psychology of trust. At the core of user trust lie privacy, 

protection, security and reliability. In a digitally pervasive world, where dependence on 

technologies will increase, the effects of outages or deliberate scams or invasive 

interference are easily magnified. Consequently user demand for protection, resilience 

and trust ï for an autonomic self-healing internet ï will increase enormously.  

The psychology of human needs is closely linked to the strong attraction of social 

networking and its expected growth. As the first Brussels workshop pointed out, in 

particular, the trio of human desires for presence/belonging, relationship and contribution 

will continue to drive internet technologies to create infrastructures for communication, 

creation and interaction. At the basis of these desires is the need to be included. Therefore 

in order to avoid exclusion owing to technophobia or alienation, a future internet needs to 

have the characteristics of a ñflexible internetò ï that is subjective, diverse and intuitive. 

The ultimate goal is that a user can take it everywhere and reshape it according to 

personality, locality, and each lifestyle situation. In essence the user would have the 

capability to create ñmyò personal network over the internet. Our psychology of internet 

use is also governed by the desire to achieve aspirational goals, therefore a future internet 

should be an enabler of individual and collaborative creative endeavours.  Two design 

implications in particular that arise are the desire for immediacy and for rich media 

interactions. 

The potential success of the future internet will depend on the extent of its compatibility 

and adaptability to the psychological anatomy of users. The two primary drives ï desire 

and fear ï translate into needs and demands.  Demands are driven by fears of intrusion 

and harm ï hence the need for trust and privacy. Fear is sensitive to multiple factors ï 

culture, age, health and socio-economics. Thus cultural re-assurance requires familiar 

presentation, with cultural signs and accepted behaviour to reinforce acceptance, trust and 

take-up.  The fear and mistrust factor extends beyond intrinsic engineering considerations, 

stemming from the commercial exploitation of user behavioural data by large ISPs, 

portals and search engine services. Using what may have become an unhealthy customer 

intimacy, these service providers are generating significant revenue. As pointed out in the 

first Brussels workshop, future internet design should consider how relationships of all 

kinds, in business as well as socially, are facilitated through the internet. This especially 
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links to how to value emotions ï and more cynically, of how to make money from 

emotions. It is also a pointer towards future governance rules. 

2.5.5. The human interface must influence the future internet 

We have separated the human interface as a distinct subject for consideration in the 

evolution of a future internet because it is a fundamental driver of its take-up. This was 

demonstrated by the impact of the World Wide Web as the key enabler of the internet into 

popular culture globally. Effectively the WWW placed a human interface layer (the 

browser) on top of a relatively simple messaging and document file exchange system. It 

was easy to use compared to the past. Human interfaces also will be crucial to digital 

inclusion. Here it is useful to broaden the notion of human interface to user environments 

and socio-psychological dimensions of user and context. Thus limits on what may be 

considered as the human interface are a difficulty. For instance, does it extend into 

exploring the internet environment, or is that an applicationôs role? We need to analyse 

the human factors in the setting of the interaction, ie the traditional but less exploited 

notion of the human interface environment. The rise of mobility is a trend of expanding 

importance here. As the Tokyo workshop pointed out, the human interface also includes 

language diversity, a critical issue as the upper layers of the internet including 

applications and user interfaces become more important. Only those who cannot speak 

English well understand the importance of multi-lingual interfaces. Minority languages 

risk being lost in the internet world, without convenient translation methods for internet 

interfaces, a serious factor, as language diversity and cultural diversity are closely linked. 

A further discussion point is the type of media in use in the interface ï previous advances 

have been from text to still images, to video, while tomorrow will include 3D immersion 

and virtual reality worlds. The underlying impact is that the architecture and engineering, 

as well as the business models will need to offer more and richer multimedia access, 

transport and display than before.  

The interface is also linked to online identity and its protection. Two aspects of internet 

identity should be considered ï first, recognizing the digital presence aspect of our 

identity and of how to create that and then protect it, and second, the use of identity as an 

asset or service, which social networks (such as Facebook) see as their route to the 

monetization of their user base. Thus a significant driver in design of a future internet will 

be the need for an interface for protection of self but one that suits our modes of thinking 

and doing. Greater reliance on the internet introduces significant problems for internet 

design related to personal (and organizational) identification. Digital identity management 

is the core issue here.  The ideal is ñanonymous personalization with assured loci of 

controlò. 
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Chapter 3. Guiding principles for a needs-based future 
internet 

The internet has the potential to become a ubiquitous and universal channel for 

socializing and creative expression for all, as well as a non-stop global business 

environment. Indeed, it is already well on its way to becoming the largest platform on the 

planet for information, communication, trade, employment and social exchange.     

In order to fully harness its potential, however, its growth and direction can be shaped to 

meet the needs identified in Chapter 2. Which fundamental principles should guide the 

internetôs future evolution to effectively support individual and social requirements? By 

considering the scenarios and analysing the workshop discussions, we have generated an 

ideal list of ñpairedò principles: 

1. Available & Accessible 

2. Diverse & Inclusive 

3. Scalable & Sustainable 

4. Open & Shareable 

5. Green & Affordable 

6. Reliable & Resilient 

7. Safe & Secure 

8. Private & Trustworthy 

9. Appealing & Usable 

10. Adaptable & Customizable 

 

These ten paired principles, discussed in greater detail below, are wide in scope and relate 

to overlapping social, technological, psychological and economic domains (see Figure 

3.1).  In Chapter 4, these core principles are mapped onto specific technical requirements 

for the optimal design of a future internet. 

3.1. Available and Accessible  

The first principle, identified in workshop discussions, is that the internet should be 

available to everyone ï it must have global reach. Internet coverage should reach 100% of 

the EU by 2013, the Digital Agenda goal being to roll out fast broadband Ó 30 Mbps to 

everyone by 2020.  Beyond this, the internet should be accessible and provide ease of use 

for all at a basic level, for global inclusion ï intuitive interfacing with no exclusion due to 

high e-literacy requirements and so be equally accessible with confidence to everyone. 

This means understanding and coping with differences in education, diverse physical and 

mental abilities and special needs, as well as e-literacy, to dispel technophobia and 

rejection. It means designing for all people, whatever their needs. It implies higher 

overheads in communications and storage from richer interfaces, often integrating 

multiple senses to produce a fusion between cultural/psychological demands and 

technologies.  It also, importantly, means the network should be mobile and ubiquitous. 

Workshop discussion emphasized the fact that the basic network connection and transport 

level, the traditional internet definition, is not what the mass of users perceive. They are 

inclined to bundle what may be strictly defined as an application or user interface, more 

specifically the World Wide Web, as forming ñthe real internetò for them. This human 
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interface environment may become ñthickerò and ñricherò in a future internet, to be of 

greater use. A meaningful semantic and identity layer would take this further, with the 

notions of ñWeb 3.0ò. This concept also engages the related question of whether the 

internet should be a ñdumbò network with intelligence at the edge, when 

telecommunications operators wish to replace todayôs model as they strive for smarter 

ñintelligent networksò that they can control. This issue is also associated with any move 

towards a more centrally controlled future internet, as against the dispersed locus of 

control of the original, as today. 

Figure 3.1 Fundamental principles by overlapping domains 
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3.2. Diverse and Inclusive 

The issue that provoked much, if not most, of the debate in the scenario workshops was 

the threat of possible exclusion for a significant proportion of the EU population, and the 

effects this might have on dividing European society. Some participants found that the 

idea of gaps in society being magnified by technology was entirely unacceptable ï even 

though this might be due to reasons of access, digital illiteracy, technophobia, etc. At the 

same time, forced inclusion was viewed as worse than forced exclusion; there was no 

black and white, connected or disconnected. Freedom to participate was seen as multi-

faceted: the when, the where and the how. Most participants took a dim view of anti-

piracy laws leading to disconnection, eg the French Création et Internet three-strikes law. 

The need, therefore, to design an internet to ensure everyone participates was more 

controversial than might first have been expected. It also confirms the undeniable socio-

economic and psychological dimension for any design effort. 

A related and common theme emerged as to whether users would perceive one internet or 

multiple internet environments, differentiated by capabilities and the protection of users ï 

whether or not the underlying infrastructure remained globally homogenous. The 

workshop consensus was that in the future, there will  be multiple internet environments, 

based on user preferences and personalization, rather than the more homogenous 

environment we have today. The question of whether such differences will be enabled by 

telecommunications operators, ISPs, app providers, merchants or users is a major 

challenge to the ñconstitutional architectureò of the future internet.  
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3.3. Scalable and Sustainable  

As the majority of future users will be in the developing world, constructing the future 

internet on a more resource-limited infrastructure is an important challenge. The 

languages of the internet have already expanded ï but the future is an internet whose 

users are non-English-speaking for the vast majority who expect an internet in their native 

tongue. The internet must be scalable globally.  

The workshop discussed the notion that the internetôs current degree of chaos might be a 

positive factor, for to some extent its faults may become self-healing. Indeed, its ñrobust-

yet-fragileò nature is essential to the functional performance of the system as a whole. 

Under this kind of thinking it is important to maintain the state of the internet as open, as 

it gives global access at low cost for those with new ideas with new business models. This 

makes it a new business creation machine ï too useful to discard. But can a balance be 

struck between controls for safety and entrepreneurial opportunity? 

Technology trends and drivers influence internet development. Strong trends may be 

muted by development forms which are evolutionary, not revolutionary, and possibly by 

stagnation or ñpunctuated equilibriumò. The new may be expected to be built on top of 

the original as next-generations progressively displace the old. Workshop participants 

expect migration to a mobile access network, a semantic web, real-time monitoring for 

the internet of things with guarantees of performance and permutations on the theme of 

net neutrality. However, against this, are unexpectedly slow developments requiring 

careful reflection on the possible (eg the long march towards IPv6). This might suggest 

the need for a clean start, as proposed for example by Stanford Universityôs Clean Slate 

project. 

3.4. Open and Shareable  

The current internet is a victory of open standards over a sea of proprietary offerings that 

previously occupied the data communications space (SNA, DNA, AppleTalk as well as 

limited telecommunications standards with heavyweight protocols aimed at a world of 

incumbent telecoms operators ï X25, X32, X400, etc). This insistence on interoperability 

is most likely to drive the development of a ubiquitous network. It implies some common 

pooling of intellectual property rights ï a pool of future patents for instance. It also 

indicates an standards-setting process open to all, not dominated by a privileged set of 

countries or governments. 

ñShareabilityò should certainly be encouraged ï to increase efficiency, lower cost and 

provide resources and information at any time to anyone, opportunistic networking may 

be useful. The future may be one in which sharing content between peers, the users, is 

both more efficient and more effective. But necessary sharing also implies broadcasting, 

especially of rich media into environments close to users to save on network capacity and 

encourage content-based societal interactions. In this respect, mechanisms such as 

embedded caching servers at the edges of the network become attractive. It would be 

supported by the further development of open interfaces to cloud computing services, 

especially across multiple service providers. This also requires mechanisms for remote 

execution of tasks which are efficient and secure, yet use open protocols. Mobile agents 

may be a major new use of remote execution. 

3.5. Green and Affordable  

Participants in the workshops thought that future internet technologies will have a range 

of energy impacts, both positive and negative and spread across a range of equipment and 

devices. For example, making telepresence and related mechanisms easy to use and 

trusted will make it possible for businesses to reduce corporate travel ï although 

historically, they have often led to the opposite outcome. 

The future internet architecture will control two key parameters in terms of energy use ï 

how much energy goes into the lifecycle of equipment, and in its operation. Both of these 
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depend on the detail of hardware implementation. However hardware design is predicated 

on the software footprint in terms of MIPS, storage and active memory (RAM) demands. 

There is also the question of basic design of protocols and their operation, eg constant 

polling uses energy and generates heat. Thus all elements from packet switches/routers to 

operating systems and software applications need to be ñeco-designedò with emissions, 

heat, toxics, recycling and energy-in-use considerations. For instance, the quiescent 

power consumption on standby can be of the order of 10% of all energy consumed ï can 

this be cut?  

Moreover, the cost of the network is a major parameter in its take-up and in its network 

and application support by various commercial and other (open source) players. There is 

also the thesis that there is not enough value in current business models to support its 

universal spread.  

The cost of internet technologies will have a more significant impact in future. 

Developing nations will be the largest users and their concerns will become the basis for 

its engineering. These include a) low cost, b) low-energy, c) ease of access by billions d) 

thinly-spread infrastructure, e) lower educational resources and f) energy and 

environmental management using smart grids and metering, etc, 

3.6. Reliable and Resilient  

Societies in the developed and developing world will become increasingly dependent on 

the future internetôs availability. Care needs to go into design for crisis management, 

failover operation, with autonomic features of self-healing, via failure prediction, 

prevention and automatic recovery at all levels, plus detection and protection from all 

forms of attack. These risks may vary from physical destruction of concentrating hubs, to 

server and infrastructure malware attack, to insider attacks on critical information 

infrastructures. This is concerned primarily with the technological aspect. The societal 

aspects are (and will increasingly become) important, too. Such mechanisms may be 

drawn from analogues with biological systems and imply consciousness of status, with 

self-awareness of resources available, and their performance, capacity and comprehension 

of context, such as load demands. Principles of co-operating automatons, rather than a 

single system, may be relevant. 

Careful design around security and privacy together with resilience is required. In this 

case, the potential failures in the case of attack or accidental damage have to be carefully 

provided for. Ever-higher resilience will be needed as the internet becomes an ever-more 

critical infrastructure, on both a technical and socio-economic level. 

3.7. Safe and Secure  

The global reach of the internet has meant that malevolent uses of the network are 

becoming more and more widespread.  The future internet must be made safe and secure 

for users and organizations, by protecting them from malware and unsolicited 

communications.  Children were identified in the workshops as a particularly vulnerable 

group and special measures are required to protect them from harm. Defining what is 

harmful or objectionable content is not easy, and tracking their sources is a colossal and 

continuous task. Preventing access to such content using blocking tools has led to fears of 

censorship. 

Workshop participants pointed out that defining boundaries of acceptable behaviour and 

enforcing standards of morality are something that societies have always grappled with. 

Nevertheless, some aspects of cybercrime are an entirely new and rapidly growing area of 

criminal activity, encompassing identity theft, disseminating harmful or malicious content 

such as viruses, spam and malware, and cyber stalking and online bullying.  

Generally speaking, the internet is a critical infrastructure requiring protection at all 

levels: not only from accidental shut downs but also from malicious attack, both 

nationally and globally. Ensuring the internet is safe and secure first means that users 
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must be able to protect themselves as far as possible by being educated about the dangers. 

It also requires evolution of liability and regulatory regimes placing responsibilities on 

network and service providers to ensure safety and security. 

3.8. Trustworthy and Private  

Personal identity and identification (for personal and national security) were raised 

consistently in the workshops. The option of an internet identity layer was considered, 

with users actively owning and protecting their data and identities and their (re)use. In 

other words, users should have control of what is released, and information transmission 

should be minimized at the point of collection. Only then can full or partial anonymity be 

achieved, for purposes of personal security (eg child online protection) and privacy 

safeguards.  

Identity protection (or rather too much anonymity) could be a double-edged sword, as it 

might protect perpetrators of harm as well as the law-abiding citizen. Technology must 

aim to identify and distinguish innocent and malevolent actions. A balance must be struck 

between over-regulation and under-regulation ï a safe society and a surveillance society.  

A related dimension is visibility ï that is the balance between ubiquity and security, 

pervasiveness and privacy, centralization and surveillance. Visibility could be seen in 

terms of two main ñfacesò of the internet: 

¶ Visible internet applications, obvious to users, requiring input or observability 

¶ Invisible internet applications, operating without active user input or 

observation. 

Difficulties arise when dealing with the second ñfaceò, ie which aspects should be 

invisible, and how? This concept invokes the multiplicity of the future internet and how it 

will be manifested.  Major sources of multiplicity include: privacy domains ï an internet 

analogue of public and private space; identities; levels of user trust (eg high security retail 

vs. no-control segments); national or regional internets; and so on. 

This principle also implies protecting an individualôs freedom of expression, action and 

association from government, ie the individualôs rights to both security and privacy, with 

protection of identity and personal transactions (financial, health, etc). This is crucial to 

engender user trust. It requires a balance of rights ï between the citizen/consumer and 

content providers, ISPs and network operators, as well as the government and its 

regulators. It also implies an ongoing respect for human rights ï avoiding the internetôs 

potential for centralization of control and surveillance. 

Discussions of trust, identity, ubiquity, inclusion and openness led to the overarching 

theme of governance and how governments can shape technology. Satisfactory 

governance is not yet with us and current internet administration has limited transparency. 

A future internet should have a more holistic, participative and transparent governance 

structure.     

3.9. Appealing and Usable   

As noted in the workshops, the ñinternetò today is more than a just an end-to-end 

transport connection. For future social and economic development, we will need to 

reconsider what has traditionally been the boundary of the ñinternetò. This means that 

what we refer to as the internet from a technical perspective will catch up with what the 

population at large perceives it to be, including the World Wide Web interface, search 

engines, applications and so on ï in other words, the totality of the internet experience.  

Consumer demand can only be guaranteed if applications and hardware are made 

attractive and user-friendly. There should therefore be a strong emphasis on the 

performance and overall usability of technologies and services. 

In this context, a further major influence on future internet design is the human interface. 

It is the controlling and fundamental variable that dictates internet take-up. The discipline 

ñA balance must 

be struck between 

a safe society and 

a surveillance 

societyò 

ñA future 

internet should 

have a more 

holistic, 

participative and 

transparent 

governance 

structureò 



Guiding principles for a needs-based future internet 

Towards a Future Internet 35 

of human interface design will impact all aspects of future internet engineering, from the 

scale of take-up to the types of traffic, to forms of naming and addressing that users will 

require. It considers the userôs context, as social and psychological factors, with a richer 

media composition. Note that the interface does not necessarily reside in the end-user 

device and can be a remote application. 

3.10. Customizable and Adaptable 

Workshop participants were clear that the internet should be adaptable to all user types. 

This means designing for machines as well as for people ï the connections of billions of 

sensors and actuators over the internet is certain to arrive if reliable, secure working can 

be achieved. It implies high volumes of bursty communications, as well as some data 

streaming for remote processing, eg for some form of pattern recognition. 

The need to design an internet that would enable all to participate was more controversial 

than might first have been expected. This also confirms the undeniable socio-economic 

and psychological dimension for any design effort. The general conclusion was that the 

internet should be open to participation by all in a technically and socially neutral manner, 

with no barriers stemming from digital literacy. Overall this implies that the internet 

interfaces of the future should be conceived on sociable design concepts. This means the 

engineering of more sophisticated user interfaces (ie the internet was originally accessed 

via command line interfaces, but today users may want to use a sensory interface with 

speech recognition and in the future this is likely to be further developed).  

In conclusion, each of the ten paired principles discussed above encompasses a 

combination of social, technological, psychological and economic concerns.  Referring 

back to Figure 3.1, the analysis indicates that the three design principles which can be 

said to most address all four classes of concern are:  

1. Available/Accessible,  

2. Open/Shareable, and  

3. Safe/Secure.  

This has important implications for the mapping of the core principles to specific 

technical requirements, discussed in Chapter 4. 
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Chapter 4. Drilling down: from principles to functional 
specifications 

4.1. Taking design principles a step further 

Design principles are high-level statements intended to guide design decisions and direct 

rational design outcomes. Principles ensure the consistency with and the integrity of the 

requirements.  Inasmuch as the design principles have been distilled from an analysis of 

usersô motivations, needs, demands and requirements for a future internet, itôs no surprise 

that ñalways keep the user in mindò lies at the core of each one. Underlying these 

requirements are services, applications, content and network behaviours which shape the 

design requirements for a future internet.  In this chapter we examine the different levels 

of requirements against the core design principles described in Chapter 3.  

4.2. Mapping overarching principles to functionality  

The juxtaposition of the design principles on the left of Figure 4.1 to a preliminary set of 

core functional requirements illustrates how they can be applied to underpin the design 

and development of a future network.  

Figure 4.1 Core design principles and functional requirements 
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Two points in particular stand out from these preliminary core requirements. First, they 

indicate that a future internet is likely to require a wider remit than just for networks and 

will include domains previously belonging to application areas.  Second, the future 

network will be characterized by usersô requirements, which should define and specify the 

network, so it will be designed to meet those requirements.  
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4.2.1. Requirements at the network level 

Until fairly recently, for the human being connected to the network, internet needs were 

relatively straightforward. The network simply needed to work reliably and at reasonable 

speed ï always. On the hierarchy of usersô needs this represents the first layer of ñbasic 

network survivalò. 

The nature of both the internet and users has undergone a dramatic shift.  No longer does 

an end-to-end transport connection just support file transfer and email since usersô 

demands are constantly expanding. Today the key infrastructure layer consists of 

network, applications and content with application level interfaces and standards.  The 

infrastructure of the future internet will still consist of a layered architecture but it will 

need to focus more on issues at upper application layers. 

Whereas the requirements at the network layer shape the design of the future internet, the 

design principles provide important boundaries within which requirements and 

ambiguities can be contained and guided. The network level requirements map on to six 

of the ten design principles. There are two layers of requirements ï one directly relating 

to the future needs and demands of the human being connected to the internet and the 

other as a direct response to future political-economic and global needs and demands.  

These are illustrated below in Figures 4.2 and 4.3. 

Figure 4.2 Future network requirements arising from usersô needs 
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Thus one of the most significant transformations in the state of the internet will be the 

blurring of the lines of demarcation. Consequently future internet research will require a 

much wider remit than just for networks. It will need to encompass domains previously 

seen as purely application areas, for example, like information access, processing and 

human interfaces.   However in going beyond what has traditionally been the boundary of 

the internet, ambiguities arise concerning what belongs where. What sits at the network 

layer and what is best at the application layer? This blurring is illustrated in the kinds of 

network requirements that have emerged from the study, for example, those relating to 

personal privacy and security. As the boundary of the internet has pushed it into new 

domains, so network level requirements go far beyond the scope of the original network.  

At a network level, future core network requirements relate to certain principles. A good 

example is the requirements relating to the principles ñscalable and sustainableò and also 

ñgreen and affordableò, as shown in Figure 4.3. 
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   Figure 4.3 Changing times shape future network level requirements 
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Greater ñapplication-awarenessò has also been identified as an important requirement. 

These are entirely new domains that future internet design must carefully take into 

account the network if  it is to be truly ubiquitous and universal. 

4.2.2. Specifications at the application/content layer 

The identification of the functional requirements for applications, services and content is 

a fundamental step towards defining the overall architecture of the future internet. The 

analysis of the different strands of needs ï user-centred and socio-cultural ï form the 

basis for identifying the functional requirements of users at the application layer. Three 

primary ingredients go into shaping these requirements: usersô motivations, needs and 

demands. These functional requirements are categorized around the kind of services in the 

application layer that users will demand and the kind of content required to fulfil needs 

and that motivate use (see Table 4.1).  

Table 4.1 Application layer requirements 
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There is a spectrum of attributes associated with these application layer requirements. 

Attributes are important to register because they play a central part in shaping the design 

requirements for a future internet.  There is a direct correlation between these attributes 

and the design principles (see Figure 4.4). 

Figure 4.4 Correlation between design principles and attributes  
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Flexibility will be needed for a new breed of user with new demands when considering 

these application layer requirements. As yet unknown services and content will appear 

and they will be shaped and constrained by the underlying infrastructure. We should 

always anticipate that the infrastructure itself may be superseded in unpredictable ways. 

To a large extent, the future is with the mass consumer, the ñmust haveò user, whose 

behaviour is predicated on ñcan doò, ñcan haveò, and ñwhy not?ò  

 

4.3. Key to the internetôs design ï human interface 
requirements 

Why is the human interface a separate and relevant subject for consideration in the design 

of a future internet? Fundamentally, because it alone determines the level, form, and 

quality of net-interactions people can and will have in the internet world. We have 

separated it out because it is a core variable that will dictate internet take-up and its usage. 

All facets of internet engineering are impacted by the discipline of human interface design 

ï from the scale of take-up to the types of traffic, to the forms of naming and addressing 

users will require. Consequently future internet design is a multidisciplinary science. 

A future view of the internet goes well beyond todayôs email, blogs and social network 

sites. We can expect the way in which humans interact with computers and networks to 

be very different from what we know and experience today.  Design of a future internet 

will need to take into account new interaction possibilities like proxies and agents based 

on artificial intelligence and cognitive adaptive capabilities and the internet of things. 

We can expect to see innovative leaps in human computer interaction design as we move 

beyond the traditional concepts of how humans interact with computers. When the wider 

contextual dimensions that make up the userôs world are extended to the social, 

psychological and the economic-political, the factors that determine a userôs environment 

can be understood. In this conceptual approach, interface requirements can be broadened 

to include usersô experiences within particular environments. The concept of the user 
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ñexperienceò in their environment becomes the key to interface and interaction design. 

This will be essential in the future, as users flip between new environments in a manner 

similar to TV channel surfing. 

Two significant themes emerge from the analysis of the human interface requirements for 

a future internet.  One is rooted in the role that developing countries will play as their 

dominance of internet usage will have a direct impact on the design and engineering of 

the future internet. At a more general level this theme may be seen as the need for digital 

inclusion ï both nationally and globally ï to encompass everyone. The second theme is 

the user push for increasingly sophisticated interface environments, which reflect the 

userôs desires. Rather as early cars were difficult to drive, widespread take-up reshaped 

their user interfaces to meet popular demand for ease of use of far more capable machines 

by hiding the complexity 

Figure 4.5 Mapping design principles to human interface requirements 
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Chapter 5. Policy and research to humanize the 
internet 

Drawing together all of the findings and analysis and thinking about the contribution of 

the study in guiding the future internet, this concluding chapter considers three main 

questions. 

¶ What are the implications for policy and regulation? 

¶ How can socio-economic dimensions be better integrated into ICT research? 

¶ What should be the focus of new research initiatives related to the future internet? 

Since they are closely related, the latter two questions are taken together in Section 5.2. 

 

5.1. Policy and regulatory requirements 

Many experts and stakeholders consulted in this study expressed a need for policy 

leadership to positively influence the development and impacts of the future internet, not 

least because the current financial crisis has highlighted the need for effective regulatory 

governance of many globally networked socioeconomic systems.  

As societyôs dependence on the internet increases, a legal framework for internet 

regulation becomes increasingly necessary. Where practical and enforceable in an internet 

context, existing practices, regulation and laws, should be used. This implies discovering 

arbitration processes that are rapid, low-cost and effective. Internet governance processes 

in which ordinary users could participate are needed.  

Recognition of this need has found political support in recent European-level initiatives, 

ranging from the Economic Recovery Plan to the Europe 2020 strategy and the Digital 

Agenda. Consequently, there is a need for stronger linkage across policy instruments (eg 

research and deployment support, standardization, procurement and regulation), regions 

and sectors, government locations and levels; and stakeholder domains (administration, 

business and civil society).  

Regulation is often confused with, yet entwined with, governance. As used here, 

regulation is that part of governance involving rules issued and enforced by state 

authority. The future governance of the internet will be much influenced by how well 

governance institutions arise. In time, the current bodies may give way to specialized 

internet regulators. Migration of activity from traditional domains (of child safety, 

criminal fraud, commerce, broadcast, content distribution, personal data exchange, etc) to 

the internet may change regulation in those areas. 

Internet governance is already evolving in response to competitive and cooperative 

interactions. It has been the object of partial regulation from without ï inherited rules 

applying to separate activities converging on the internet such as: content (broadcast); 

telecommunications; (e-commerce; privacy and security, etc) ï and within ï self- and co-

regulation and existing ñinternet governanceò. However, it is partial and contradictory. It 

ñRegulation has 

evolved as a 

confusing mix of 

local laws, rules 

and guidelinesò 

ñA strong clear 

policy for 

planning and 

creating a future 

internet is 

neededò 

http://ec.europa.eu/economy_finance/publications/publication13504_en.pdf
http://ec.europa.eu/eu2020/index_en.htm
http://ec.europa.eu/information_society/digital-agenda/index_en.htm
http://ec.europa.eu/information_society/digital-agenda/index_en.htm
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needs a more comprehensive, coherent, transparent and accountable approach.  Moreover 

there may be a sea change in the problem area, eg globalization of e-commerce can 

reduce the need for competition rules, by enhancing competition, but also could make the 

practice of antitrust regulation harder. Infrastructure regulatory principles choose between 

utility regulation and facilities-based competition. The utility approach offers controls in 

exchange for specific protection (eg entry regulation, investment and standardization 

support). The market-led approach adapts general competition rules to harness 

competitive discipline to promote efficiency, affordability, quality and innovation ï key 

when the authorities cannot fully predict the evolution of technology or its markets.  

However, these inherited regulatory frameworks do not always work well, especially for a 

truly global structure ï and especially those from telecommunications. Dominant 

incumbents with bottleneck power and legacy relations with ñtheirò regulators may seek 

to influence regulations and regulators in order to conserve market power.  As the second 

Brussels workshop discussed ï a critical problem for the EU would arise if the group of 

major telecommunications operators took control of the internet infrastructure, ie the 

networks, and increasingly the services that run over it. Also we may see new dominators 

from the software and computing industry enter these markets. Largely left out of the rise 

of the current internet industry, they may see this as a second chance to gain a controlling 

market position. Moreover, the internet acts through network effects as a lens to 

concentrate market power for the leading player. The current internet titans gain their 

power through being intermediaries in aggregation, eg as the major search engines and 

portals. There thus is scope for monopolistic behaviour with abuse of competition law.  

This chorus of differing views and conflicting interests might lead to calls for a ñworld 

governanceò approach. But this was not the consensus view among the experts consulted. 

There is no single internet jurisdiction, no common legal foundation for regulatory 

powers, no agreed basis for regulation and no structure for enforcement. Note however, 

that there is a quite different and contrarian view of governance, which asks why 

ñconvergenceò of different regulatory approaches need be logically coherent? A ñself-

organizing criticalityò might emerge, from the self-regulating character of the internet 

itself. It comes down to the fundamental policy questions being: 

¶ should cyberspace be treated as a separate ñgovernance spaceò with different laws, 

aims and enforcement?; or 

¶ should existing regulation be employed when appropriate as a baseline ï but then 

reconstruct the internet governance regime from the ground up, eg as a WTO-like 

consent mechanism? 

Overall, internet governance should consist of a range of technical, economic, legal and 

societal rules and instruments, set in a clear framework. The framework should 

encompass the transfer of useful inherited principles from other sectors into the internet 

domain. And the priorities among regulatory domains may need to be respected. For 

instance, security and law enforcement generally take priority over economic regulation.  

Perhaps the most sharply divisive regulatory issue is net neutrality. It has crept into 

almost every aspect of internet regulation and internet governance.  It was originally 

viewed as a specific problem arising in the context of a US market where competition 

among channels was limited, giving platform providers the power to control 

communications between content owners and end users. Although originally a dispute 

between content owners and vertically integrated and oligopolistic service providers, it 

was cast as a matter of principle, ie discrimination of any form was damaging to the 

public interest. However, bandwidth is not infinite. This politicized version of the debate 

might be better focused on the underlying objectives of freedom of expression, freedom 

of commerce, IP ownership, quality of service, and so on.   

ñAlmost every 

area of public 

and social 

policy is in 

some respects 

part of internet 

policyò 

ñJust as in any 

other ómarketô, 

the internet is 

open to abuse 

of dominant 

market powerò 

ñNet neutrality 

is about 

practical 

compromise, 

while not 

yielding to 

market 

dominatorsò 
















































































































































