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Executive summary

N T hexplosion
in connectivity
will redefine the
nature of the
internet and the
fabric of social,
cultural, political
and economic
institutionso

fAHow can we
guide the
evolution of the
internet so that it
best servethe
needs of
societyd

Over the past decadlee internet has become a vital part ofmyday lifefor the majority

of Europeans and over two billion people across the world. This is likely to expand to
seven billion by 2020 as the sophistication in mobile phone technology transforms them
into internet access devicéaurthermorethe growh of connectivity of interne¢énabled
devices, eg the internet of things, will increase this substantially. This explosion in
connectivity will redefine the very nature of the internet and, most importantly, the fabric
of social, cultural, political and eaomic institutions globally.

The permeation of the internet in all sceiconomic dimensions of our liveas led to an
increasing dependency which inevitably breeds gmgential vulnerabilitiesThese are

both technial, eg security and resilience, and legal, eg privacy and trust, which brings

into focus the urgency fgovernance and regulatio®n the other hand, it is also true

that the internet's bottowmp evolutionary dvelopment and relative lack of protection and
regulation has made possible the flourishing of innovative applications and unprecedented
possibilities, with huge societal and economic repercussions.

The need to better understand these complexities wasattieg point for this study,

Towards a Future Internet: Interrelation between Technological, Social and Economic
Trends which was carried out in 2009/2010 f
Information Society and Media. The aim wagrteestigate the links between

technological, social and economic tremelsited to the future internet, explore the future
needs of internet users, and outline the principles that should guide its future
development.

The study identified faupervasive forces which will impact tfigture internet. These
are:

Stakeholder conflicts

Changing infrastructure and sodtechnical context
Governance and regulation

1 User focus and inclusion

=a =4 =4

Together, they point to a key question:
How can we guide thevolution of the internet so that it best sertressneeds of society?

The study addressed this question through several foresight techinigm@sonmental
scanning anonline Delphi surveyof experts angcenario analysis to identify and

analyse trends, drivers of change, future needs, technological options and likely socio
economic impacts.

With input from the Delphi results, trdranalysis anavorkshop discussionsve
constructed and refined four scenarios of plausible future ®@coomic conditions with
differing needs:

1. Smooth Tripi the riseof the internet economy as a whole life and work style, a
middle road in contrast to more disruptive scenarios.

Towards a Future Internet 5
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2. Going Greeri internet technologies are used to combat growing environmental
challenges.

Commercial Big Brothef a heavily commercialised consumer platform.

4, Power to the Peopliea forum for democracy and freedom, based on free
production and exchange of knowledge.

At expert workshops iBrusselsCambridge, MAMIT) and Tokyo (Keio University) we

used the scenarios to stimulate wideging discusions about the main trends and

drivers of future internet needs. Workshop participants felt that Commercial Big Brother
was the most likely scenario outcome, but that the scenarios were interconnected and not
exclusivei with elements of each likely to ppar as the internet develops. Our seeond
round Delphi survey respondents thought that Smooghwais most likely, followed by
Commercial Big Brother, Going Green and Power to the People. This last scenario was
seen as the most desirable outcome, with @erial Big Brother least desirable.

Today there are four powerful forces that are shaping the future internet.

N Bur forcesare One of the strongest forces lies in the tension between the vested interests of the different
shapingthe stakehol ders, who eseaet t Wegekoaficinguisterests @At hei r
between the playeiscommercial (network operators, service providers and content

Internet providers), governments and eunsers’ could seriously impede business and
stakeholder technological evolution, and prevent fair competitiynlimiting openness. As noted in
conflicts, the Tokyo workshopinnovation in internet infrastructure has slowed down since the
Changing large commercial players gained sufficient market power, around 2005.
infrastructure A second force is the shifh the context of the internet.

and socic

- The internet no longer sits within a straightforward technical context of bits and bytes. Its
technical context pervasiveness has expanded its context to include theenbnical global world social,
governance and cultural, political, economic, and caonercial. The internet infrastructure itsetfuld
regulation, and radically change, towardgpproaches motivated by commercial rather than technical

user focu® reasons.
This context requires that these key dimensions are considered in terms of their inter
relationships and intetependencies. This provides the foundation from which future
internet requirements can be identified and defined

The third potential shaping force is governance and regulation.

In order for this to become a powerful force in shaping the future intiémest evolve

from its currenstate. Almost every area of public and social policy is touched in some
respects bynternet policy Therefore policy makers and regulators need to become more
knowledgeable about theternet and its business models, not least to prevent abuse of
dominant market powe©pen source software suppliers will play an important role in
preserving technology neutrality. The preservation of network neutrality instead lies in
the hands of regators, driven by political and social debate, which should be informed
by analysis of the socieconomic impacts of the internet. The internet is a global
phenomenon which, from a technical standpoint, must be governed globally.

The fourth factor is the @iture user of the internet.

This demands a shift from technology driven design to-nseds driven design, based on
technical and socioultural requirements. This requires an emphasis on the whole human
AA user interface environment which goes beyond the fater of a device and defines the
demands a shift i nt er n e tThesusebimtezface énvironment includes user motivations, the degree of
from technology digital literacy, forms of S|gn§II|ng -(eg toqch §creen, eye movemept, keyboard, etc) and
. . cultural factors such as multhgualism.This will also be key for the internet to be
driven deSIQn_to diverse and inclusivdf the internet is viewed as a socially facilitating infrastructtiren
userneeds driven ensuring internet design enables digital participation for all farafamental importance.
desigr(‘) Inclusion will be determined not so much by physical access to the internet but by

6 Towards a Future Internet
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fi Acess to whether the interface and usage technologies work for or against inclusion, eg for older
knowledge people, for the less wedlducated, or those in poverty. Edjy important, the majority of
enabled by online Users in the next generation internet will come fromdiiaeeloping world Their need for

: low-cost, multilingual, resilient technologies and the use of different cultural models in
collaborative comnunications and interfacing will set the main agenda items in needs analysis, and
tools has been a generally require far more flexibility in structures.

keyelement In this respect, the Ademocratizationo of
favouring free online collaborative tools (wikj blogs, P2P, etc) has been a key element favouring free
exchange of exchange of information between people, public debate and innovation. The analysis and
information and the preservation of this open and inclusibaracter of the curremtiernet should be
innovationd central to any prospexcfor future developments.

The study research focused on identifying and analysing future needs for the internet.
This led to the definition afen paired principle® guide its future development. Thus,
the stuly proposes that the internet should be:

Available & Accessible
Diverse & Inclusive
Scalable & Sustainable
Open & Shareable

Green & Affordable
Reliable & Resilient

Safe & Secure

Private & Trustworthy

. Appealing & Usable

10. Adaptable & Customizable

©CoNoUhA~WDNPRE

Themapping of the ten paired principles to functionailitgticates that future internet
research needs to have a wider remit than just for networks. There are two layers of
functional requirements: one directilating to the future social and psychological needs

i Echnology and demands of the h_u_man bemg connected to the internet; and the other as a direct
response to future politic&iconomic and global needs.

driven
developments Our consideration of an agenda for future internet reseadalsléo conclude the
guided by importance of anultidisciplinary approachwhich should be based on a better

. understandi ng imdnetscieecé unfdetr hiyé nge siear ch wi l
_commerC|aI convergence of hitherto separate subjects increasingly including non technologicél areas
Interests may such as sociological design, psyetmnomics for decision making, design influenced by

ham per the basic cognitive factors and compretsion analysisMoving towards an internet at the meeting

principles of the point of humarcentred aspects and technological complexities is the challenife.

internetd absence of such a holistic understanding, there is a growing risk that techdoleagy
developments guided Ishortterm commercial interests may irreversibly hamper some
of the basic principles of the internet (eg @¢oe:nd, openness, etc), which have allowed
it to flourish and become an engine for innovation and free exchange of ideas.

Happily, examination of jects across the EC FP7 programme does illustrate this trend
towards humaittentred design. Preliminary results from studies examining links between
the FP7 projects (eg thiénow projec) showthat from the 600+ ICT projects funded in

the first half of the FP7 programmeg, least 25%xplicitly combine humaitentrel

aspects and ICT complexitid$ remains to be seen whether the social and psychological
side will be sufficiently introduced intfluture internet science projects, via the multi
disciplinary approach, to be effective.

In conclusion, we view the internet as a societal artefact, a form of a very large socio
technical structure, whose design has to be huon@nted, holistic and useentric.

Towards a Future Internet 7
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Chapter 1. Just the beginning of the internet age

1.1. Why study the future of the internet?

In a few decades the interrtetsevolved from a specialized network for transmission of
data between research labs to become the basis for global trade and\&diitiere.
visionaries proclaimed the coming of tthigital age for decades, rune anticipated the
breathtaking speed with which applications such as email, information search,
commercesocial networking andsercreatedcontentbea@me mainstream.

It is unique that a technology has become such a vital, and even intimate, partasf
existence so rapidly. €pendence on the internet as a daily tool has tremendous social and
economic impact. The internet has already become the anchor of our economies, from
financial markets and health services to energy and transport, and yet the potential
remains for the internet to radically transform the traditional ways that these sectors
function. The internet is now the platform for innovation, the basis of new global
businesses and is extending or transforming existing market segments.

fiMore than a The internet continues to evolve, most recently through the participed¢ive or 7 We b
2.00. The astonishing rise of Facebook offer
quarter of tfle transbrm the way we entertain and govern ourselves, the way we do busthessay

worl dos we live our livesCiritically, educational performance is found to be correlated with home
populaion now access to, and use of computers, but increasingly that equates to internet access

use the interned  (FreshMinds, 2000

More than a quart ernowuse thelnternevatnef atviok orpno pul at i ¢
their social liveqsee Figure 1.1)t plays a particularly significant part in European life

with more than twethirds of the population of the European Union using the internet. EU
citizens make up 7.3% of the gl obal popul ati
(Internet World Stabs

Not surprisingly, rapid growth has been accompanied by growing pains and many policy
challenges have arisen. Issues concerned with security, privacy, intellectual property

rights, mobility and scial inclusion are at the top of the political agenda. Ensuring that all

citizens are able to participate in the digital economy has become a key concern for EU
policy, as emphasi zed DigitalAgbnela Eur opean Commi s

Figure 1.1 Internet penetration in the EU, 2010

European Union 67.60%
Rest of World ‘25.70%
Total 28.70%
T T T T T T T

Source: Internet World 0% 10% 20% 30% 40% 50% 60% 70% 80%

Stats Penetration %
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i tis crucialthat Naturally we can expect advances in the in
t he int e vision ofpervasive communication, with computing, to bridge the gap between the

future is not seen

simply as a
technical issue
but rather as a
multidisciplinary
mattero

i This begs a
fundamental
questioni can
the internet be
designed or
redesigned@

nAs theinternet
has now grown
up, a needs

analysisfor and
by the ordinary
user iscrucialo

physical and virtual worlds, by including mobile, wireless and sensor networks. Some of
these more basic technology advances will present challenges to the current generation of
internd engineering and its core principles.

Given the internet 6s radicavor elvan appaaemby triviah | natur
technological changes in its architecture could have unexpected consequences at the
economic and social level, and even possiblyyceome ethical concernSocial,

technological, economj@environmentahnd political issues are increasingly entwined
and,consequentlyit is crucial that the internét&utureis notseensimply as a technical

issuebut ratherasa multidisciplinarymater. The objectives of thistudy, therefore, were

to investigate the interrelations between technological, social and economic trends related

to the future interneexplore the future needs of internet usargloutlinethe principles

that should guide itBiture development

Of course, this beggfundamental questioh canthe internet be designed or redesighed
The response to these challenges so far has been typically transitiocB&N&éd-IRE)
pending more fundament@leanSlatesolutions.T h e s Statalof thesArt reporbn
the historyand current statusf the internetshows howits essential principles, like
openness, emerged from the ideals of the few to become the consensual norm
Competition too, has alsshaped its developmeundanental redesigof the internet
may be impossible, unnecessaryamcording to someven athreat Nevertheless,
outlining someguiding principlesfor theevolution ofthe interneso that it best meets the
needs of European citizens would seem tbdté valuableanda realistic objectivef

this study

The study tackled these questidiysmeans ofeverafforesight technigesi

environmental scanning, an online Delphi suraegscenario analysik to identify and

analyse trends, drivers of change, future needs, technological options and likely socio
economic impacts. Thigport summarizes he st udy 6 switmaagporting i ndi ng:
material inAppendixand on theélowards a Future Internetebsite

1.2. Why a needs analysis?

The importance of studying the future of the internet, then, iegglént. What is
neededhoweverjs notso mucha prediction of the future but, ratherbetter
understanding of thieiture needs oflifferent groups ofisersin societyi citizens public
organizations, andusinesss.A needs analysjshereforejs acritical factor in helping us
to shape the evolution of the internet.

Since its beginninga speciaked technical community hasserseerthe nterneb s
developmentin the early days this may well have beendheialadvantage that
catalysed future siwess. Then, data networking was largely proprietary so having a
robust technicahcademiemilitary community assured rejection of the leickof any
commercial network architectyrenabling an open space for development. The internet
technical communityvas equally victorious against the limited data architectures of the
telecommunications industries, with their focus on metered transport for and by the
incumbent national operators. These incumbiitially saw the internet as a threat, not
an opporturty. Today the commercial internet players have a stronger influence,
especially in the key open standards setting committees. Providers of search engines and
portals for social networking see commercial goals in internet design and its key
principles. Theyalso ofteralign with the major carriers. And while some analysts fear
new corporate gatekeepers are stifling innovatiitirain, 2008, neverthelesghere is
potential fora strengthened roleféhe enduserand useted desigrin the future as
illustratedin Figure 1.2

Towards a Future Internet 9
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i Ay future
internet must be
highly conscious
of the needs of
its global user
baseo

Source: China Internet
Network Information
Center

10

Figure 1.2 Who influences the evolution of the internet?

Strength
of design
influence
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Technical .
community Major
commercial
Internet

End users

Major N

Medium

influence Technical

community

commercial
Internet
players
——

. players
Technical -
community
- ﬁ

Current

Largely
ignored

End users
(non—tecy

Past Potential Future

oooooooooo SCFE_Associates Ltd Al rights reserved 2009

1.3. A European view within a global context

The European Union natuhlalwants to ensure that the future internet best serves the
interest of European citizens and businessesBldw Declarationacall for concerted
European action to redesign tinéernetist e st ament to the EUOGS
and commercial ambitions. Neverthelesset EU&6s fut ure internet
context, andriternet culture and technology are both local and global by their very nature.
So any future internet must peedicated onthe needs of its global usbase and of the
international relations the internet nllow engender. OriginallyS-centricin

governance and culturi the future the internet will becreasinglydetermined by

global interests

The real mmber of internet users in the world is difficultdalculatealthoughlnternet

World Statsestimatedabout twobillion in June 2010. The number and demography of
internet users is rapidly chgimg, with the main growth being in tldeveloping worldIn

March 2010, th&€hinese Network Information Centf€NNIC) announced that more

than 400 millionpeople in China were using the internet. Despite a history of the USA
dominating its use, technologies, applications and content, the number of Chinese internet
users now exceeds the total population of the USA (see Figure 2.4).

Figure 1.3 Number and growth rate of Chinesdnternet users

450,000 80

400,000 1\ —
350,000 \ .
300,000

\ - 50

250,000
/ 40

200,000
/ - 30

150,000
100,000 - 20
o _:. I -
o - ; ; ; ; ; ; ; - o

2002 2003 2004 2005 2006 2007 2008 2009

N internet User (thousand) == Growth Rate (%)
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What is the global impact of such growthiRe essence of networks to reduce the

impact of geography and political, social, organizational, psychedbgnd security
barriers(Hiltz and Turoff, 1978) A popular hopés that geater access to wealth and
freedomwill ensue(Benkler, 200§. The causal impact of internet infrastructure on
econonic developmenis becoming clear. For instance, a recent sfodyhe European
Commission showed théie impact of broadband on natioeabnomies depends on the
level of broadband developméinin the most advanced European countries, broadband
related gross value added (GVA) growth was almost double that of countries with less
developed broadbanth its base case scenario with a conistatoption rate until 2015
equal to the European average over the periodiZiD6, broadband development
contributesto the creation ofmore than one milliofobs in Europewith a broadband
related growthoé ¢ o n o mi ¢  848Hilliorvbetivaen 2006 and 2018ee Figure
1.4).

Figure 1.4 Broadband-related GDP growth (EU27) 20062015 (cumulative)

1.200
1.000
= i 800
c o
o o
_ Bestcase
= ‘: 600
E @ Base case
(]
(% q:; 400 Worst case
o ©
N L
o 200
0 ' ' T ' T ' 1
Source: MICUS, 2008 2006 2008 2010 2012 2014

However, changes in numbers of users and theiodesphy will also cause serious
problems for the existing internet architecture and governance. A first issue is the walls
being built around many national internets for political, social, and security purposes.
China 6 s Gol digakey®kammgesome MiddleEastern countries and most
authoritarian governments are emulating such access walls. Maorsower democratic
governments, such as Australia, are congidethe use of access control and filtering
technologies to halt inappropriate content such as child pornography. But the definition of
political, social and security acceptability varies from country to country. So even if the
physical digital divide i®ridged, new kinds of digital divide can be expected in a future
internet world.

A secondissueis the concern that an exgive expansion in internahd ICTuse could
drive up energy consumption and contribute to climate chawh broadband access
and mobile networking need servers that run 24 hauday.ICT products andervices
consume some 7.8% of EU electricity and may grow to 10.5 % by Z020gean
~ : Commission, 2000 The global population is still growing and, more importantly, the
i NMw kinds of : , ) : , :
iqital divi number of internet users is growing more rapidly. Experts i hi Surveywere
digital divide _Can unanimous thatfite i nt ernet would assume even mor e
be expected in @ over the coming decadeBonnecingt h etherfibillions in Asia and Africa is laudable
future internet but the scalability of the internet architecture and its energy denmndguestionably a
worldo challerge. Telecommuting, teleconferencingmartgrids and meteringetcmight mitigate

Towards a Future Internet 11
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growing energy use but could be outweighed byr¢teund effecor the Jevons Paradox,
whereby greater efficiency leads to higher consumption.

Finally, threats to cyber securifgre growing With swarms of PCs captured by botnet

software, miscreants can initiate larggale online attaskfrom a remote hien location.

There is also arisk thaylber wars migh br eak out betformadzed st at es
st at e eraptoyiny cheap technologies to attack. \&@turityforces be able to

locate the real perpetrator in time, from amdmg myriads of potential attacking

computers distributed across the wortdi®w can we maintain the robustness of critical

infrastructure while preserving hard won democratic freedoms?

Today and increasingly in the futyurtategunctionwithin various neworks of
interdependenc@NIC and EUISS2010. Global powers no longer seek territorial
expansion. They combine information and communication networks, logistivabrks
such as maritime and air services, with financial, trading and economic influence
networks to persuade and negotiate with others. This transition of hegemony will allow
the emergence of plural hubs of actors in global governditnedikely implication, as

seen by participants ilnte s tTakgowodrkshopwas thathealthough thaJSA may
maintain a powerful positigisian, Latin American, Afigan, Near/Middle East,
Europearand other hubwill emerge. At th level of the international community, the
core requirement for the internet will be to connect hubs and other smaller nodes in the
world, as political and economic powers will become far more distributed.

1.4. Embracing multiplicity and multidisciplinary thought

Looking forward, the internet is poised to connect an-gveater number of users,

objects and information infrastructures. This means that the policy framework governing
its use and development also needs to be adaptable, carefully craftedcadohated

across policy domains, borders and multiple stakeholder communities. For these multiple
dimensions, the primary axistise requirements differentcategories of users faocial,
economic and political progre€df course, political decisions gmiorities will vary

across jurisdictions but understanding broad user needs, expldZédter 2to

formul ate guiding principles C€hapter3vihe i nter ne
surely aid decision makinghe technical requirements resulting from these guiding
principles are explored iBhapter 4while implications for policy, regulation and future
research are dirted in Chapter 5

What is clear is that we can no longer afford for research on the impacts of the internet on
society, andiice versato be addressed in the traditionally fragmented way of the past.
Computerscience, social sciences and other disciplines all have their own separate
approaches but all have a contribution to make to understanding how best to move
i [@sign of the forward. A more holistic and multidisciplinary approach is needed, as perhaps illustrated
future internet by this sudy, so that we may better understand how to guide the development of the
will demand a internet so that it best serves the needs of citizens and societies around the world.
f g Moreover, inthe absence afuch a holistizinderstandinghere is a growing risk that
more holistic : : c o
technobgy-driven developments guided by shtatm commercial interests may
appr_ogch_ a_nd irreversibly hamper some of the basic principles ofitiernet (egndto-end, openness,
multidisciplinary  etq, which have allowed its flourishing and its key roleagngineof innovation and
thinking.o democacy.
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Chapter 2. Analysing needs: different scenarios,
multiple perspectives

2.1. Research findings from the Delphi survey

An online Delphi survewf hundreds of internet experts in Europe and across the world
was a key element iour study. It was conducted among experts drawn as far as possible
from different countries and backgrounds and with a more ss@oomic emphasis than
technical. Results from the first round emphed that the internet would become vital

for the majoriy of people in five to ten years, as showrrigure 2.1 Most respondents
believe that it will become indispensable for finding and maintaining employment, and
employment related services, as well as becoming the prime source of news,
entertainment and @éannel for socigolitical expression within 5 to 10 years. From the
survey, up to 50% of a personds day wil/l
permeates most aspects of our lives, as by 2020 the internet is expected to also support all
basicvoice and data communications. It will thus represent the principal social interactive
conduit for a majority across the globe, with an increasingly significant influence on our
daily life and lifestyles.

AThe i nt Today most users employ the internet to retriavehare information and this is expected
to expand, especially for social networks, (such as YouTube, Friendster, Facebook,

will be vital for LinkedIn, MySpace, Twitteretc). Howevernetworks may have to take on new forms, as

flndlng the survey confirmed a possible strong liritcurrent social networkisthe lack of trust
employment as  in how personal information is used by services is the highest barrier to interiiedsise
much as a shownin Figure 2.1in the set of potential inhibitors to internet expansion. Overall, the
conduit for findings indicated that ial and economic use of the internet will tend to exceed the

political usage. Also the majority of government services will use the internet to interact

; with people. For instance, citizens will be able to access basic information or to engage in
Il nteract simple canmunications with government agencies. However, detailed advice will still be
delivered via facdo-face interactions.

social

In terms of business usage, there is a general perception that by 2020 the internet will
become critical for the vast majority of busssdunctions. Jobs and the economy are

more likely to be dependent on the internet by 2020. It will soon be as vital as electricity
for most business activities, including operations, sales, management, human resources
and finance, expanding on today whitiis already crucial for logistics, research and
development, marketing and personal relations using the Web. Among its many potential
new functions, thénternet of thingsor interconnection of machines, and sensors/tags and
humans, is perceived as bla, but beyond 2020, not before.

Respondents expected that politicians and governments will continue to develop their use
of the internet to influence politics, where it is already a powerful tool to help campaign
groups to coordinate supporters in spegiblitical actions. Political parties will be
fundraising, recruiting and interacting with their members through the Web. We may also
see more use of online consultations on specific legislation or government polices.
However, we may not see the interbetng used to orgére e-referenda for direct
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Figure 2.1 Some selected key findings from Round 1 of the Delphi survey
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democracy leading to legislation. Such an ambitious objective may never be achieved
unless we irprove the security of the internet. On the reverse side, of whether
governments will be able to control thinking and censure debate over the internet, the
majority of respondents felt that eventually this would fail (see the results charts in Figure
2.1).

NTher e i Perhaps pragmatically, there was little confidence that security and privacy issues would
optimism on the ever be satisfactorily resolved so that the internet becomes a truly safe and secure place to
freedom of the interact socially and to conduct business, and one which is also higjhlyle.

internet from Our expert base was pessimistic on finding an easy solution to this key infrastructure
olitical control problem. Nearly a quarter thought a truly resistant network infrastructure would never be
E implemented, while almost another quarter could foresee this daly2825. The
y gOVEer consensus was that the internetodés vulnerab
significant proportion (25%) of respondents, they are incurable. A not very encouraging
general message is that by 2020 the internet will remain vulndrabtiical failures and
cyberattacks.

However, according to the Delphi survey, a few of the expectations for 2020 in advances,
functionality and human interfaces should be met. First, afvield mobile internet will

be everywhere. Second, most citizenls thust online transactions and financial services
more, even though the internet will not reach acceptable levels of privacy or crime
prevention. Nor will the internet be secure and reliable enough for vital services in which
lives could be lost by malave or malfunctioningggtele-surgery or air traffic control.

Average internet use across the EU will exceed watching broadcast TV (including social
networking, playing games, listening to music, watching TV over the internet etc). The
sur v ey 0 s otau foj the inferneg beeoming the main conduit for video by 2020.

Overall, by 2020 considerable changes for users are expected. On the one hand, social
exclusion will be reduced with smaller gaps for the age, gender and able/disable divides.
But, on theother hand, the geographical divide may or may not be reduced and wealth
and education level will remain important causes of the cudigiitil divide

Nevertheless, by 2020 internet use is expected to increase from the current 66% to 75% of
the EU popultion. On the other important issues faii & o c-p @ $ 1 develogmint of

the internet, by 2020 lower cost and u@ndliness should be the most significant

positive factors, followed closely by some degree of greater trust, security and secure
applications, mobile access and open access. Developments such as open standards,
network neutrality, multicultural/multilingual interfaces or collaborative tools seem to
have lower levels of importance or impactfdia o c-p @ ¢ 1 igternee 0

Learning ad education processes will also be impacted at most levels. Today the internet
has penetrated education mainly at the university level (both undergraduate and post
A Septicism graduate). But by 2020, respondents expect vocational retraining, secondary education
remains over andlifelong learningo be deeply influenced by the internet. The impact on primary
bsolute | Is of education remains to be seen. One of the interesting findings of the survey is that the
absolute levels o promotion of eliteracy, the improvement of general levels of education and the reduction
trust and of poverty and social inequality appear as the most important drivers for the take up of the
protectiord internet by 2020.

Naturally, future evolution of the internet could also be hampered or slowed by a number
of inhibiting factors especially the growing uncertgiover the use of personal data and
privacy concerns. Furthermore, betweer2006 of the population are expected to
categorically refuse to use the interr@nsidering ian unnecessary imposition.

Overall, a future internet is expected to be more-fremmdly, offering ever more wide
ranging, refined and spontaneous ways to interact. For example, image recognition and
gesture detection (with machine vision) or mskinse technologies might become widely
available. By 2020, some segments of the uspujation may be able to test advanced
prototype versions of natural language understanding for all the EU languages (with
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interactive voice) or useful intelligendaterpretation interpolation. The internet may also
become more O0intelltiogasted sdnd emgqeas pemeint s wi t
semantics, for example. New sociological and psychological behaviours as a result of

internet usage and penetration in society are expected. Internet cultures will tend to be

more creative as the internet isegldy forming a newligital adjunctto some segments of

society with increased social interactions.

The internet will also play an important role in global issues. For this reason, there will be
many attempts to apply more political control to the inte¢gletally and nationally).

Current global and economic conditions will accelerate internet usage so new actors will
enter in response to its commercial potential while all actors will try to shape the internet
and its operation in their favour. Responddmekl conflicting views on whether the

internet will exer contribute to a new form cpitalism, based more on individuals,

SMEs and personal conténg form of postcorporate economy. Similarly, there was no
consensus on whether the internet may or nmychallenge the global balance in trade

and power by 2020. What is clear is that governance structures will be needed for the
internet and that it will be politically difficult for internet governance to be controlled by
international actors, such as thaited Nations.

With regards to the pace of evolution of the internet, revolutionary changes by 2020 are

not clearly expected. The idea of having mul
usage (eg a securecemmerce version, and/or a réhe sder/more resilient form for

vital functions such as surgery, and/or a social networking internet with privacy

functions) does not seem to convince around a quarter of respondents as ever happening

while the majority think it woulde another 10 years atdst. An alternative, apparently

less conflictive possible situation f@020is an internet with tiers of value and
privacy/securityWould this reduce or increase exclusion or the digital divide between

those with premium services and those with standaes?

Payment models for internet services are also expected to evolve from subscription and
advertising by 2020, as new business modpfgearlf o0 monéizationo although their

nature is quite unclear. Equally feasible may bdriternet of thingsvith billions of

objects reachable through the Web.

Another possible situation for 2020 would be for ugenerated content to become

dominant, be it via broadcast (etemany push), or peer to peer, or via usentrolled

pull. Proposals of new business misdgharging forinterat appl i cati ons whi c
today will be controversial. In the same way, an internet divided intefpaahd a few

free services will be divisive. As mentioned in the discussion about future functionalities

above, the internetill gradually evolve into the TV channef choice, against

conventionabroadcast or cable TV, as a virtual VCR with video on demand.

Essentially the internet is perceived as permeating the lives of everyone across the planet
over the next 15 yeaisdirectly and/or indirectly, through businesses and consumption of

il Scenar i productsand services produced online. Underlying this is the expectancy from
exp | or ed respondents that the internet will be developed substantially, implying that however
slowly it evolves,itwilneed to be effectively firebornodo in

needs against

. A new architecture that avoids its inherent constraints and vulnerabilities.
various internet

In parallel with the first Delphi survey round, a key project goal was to identify the
models and : , ) .

. . overall needs for a futarinternet using multiple contexts as perspectives. Through
SOC|0eCO_nom_'C several expert workshops we constructed four scenarios of plausible future socio
condi t i O economicsets of conditions, with their differing needs, which we now examine.

2.2. The scenarios and their messages

Fou scenarios were developed to focus discussion in the workshops which evolved
during the course of the studycenarios are not predictions of the future but logical
projections, taking accounf likely social and economic trends. We used our online
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Delphi surveyof experts with other desk research to identify themeds and so shape the
four scenarioswhich were:

1. Smooth Trig the rise of the internet economy as a whole life and work stgle
middle road againsthich we can contrast scenarios that are more disruptive.

2. Going Greeri the internet combats the growing environmental challenges
Commercial Big Brother an authoritarian/commercial consumer platform

4. Power to the Peoplé emergence of theBemos a faum for democracy and
freedom.

These four scenari@e contrasteth Figure 2.2n terms of user control and
environmendl friendliness.

Figure 2.2 Comparing the scenarios in terms of user control and the
environmental friendliness

— P
The scenarios have been chosen to reflect differing positions along two e
axae - control by users ; and the need for an environment-friendly economy
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The scenaos are summazed below, with moreletailed versions iAppendix D
1: Smooth Trip 7 the knowledge-based internet economy

The internet pervades every aspect of publit @ivate life. It is a major engine of social

progress and economic growth, completing its transition from a repository of information

to a ubiquitous tool for sharing and creation, a platform for everything from commercial

transactions to socialng toeducation. Being the basis of global social and economic

progress, internet privacy and security offline and online become increasingly important

and assured. Governments acknowledge the importance of the internet to economic and
AThe internd political stability. Intenet governance has evolved to direct interactions with citizens on
many key questions. In an increasingly isolated world, with more and more families
pervades ever_y geographically dispersed, there is a growing individual need fofudélinent and sel
aspect of public  expression. Indiduals also desire greater effectiveness and convenience in their daily
and private lif&® lives. Companies and governments continue their quest for productivity gains.

Demographic trends have reduced the percentage of weaikim@dults in Europe.
Education is seen asdreasingly crucial for the development of the European economy.
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As a result, there is a strong focus on improving educational systems across Europe and
enhancing reraining and reskilling through digital means.

A large proportion of internet surfing/husers is done on small mobile devices that may
connect to larger screens or project on to any surfaces as required. Teleworking and
remote collaboration are accepted across organizations, in the public and private sectors.
From t he us e hefessvayditlesthatdsnot availebdaline and this has
enhanced the conveniences of daily life tremendously, allowing more time to concentrate
on life goals, family, friends and hobbies. The majority of web and internet access is
mobile, portable ad nomadic. Augmented reality is an important added value to software
applications, particularly in urban navigation, health care and gaming.

The user community is highly inclusive, bridging the problems of exclusion threugh e

literacy, wealth, educatiospecial need®tc with greater diersity and custoimation of

uses. Income disparity remains high but has not been increasing as sharply as in previous

years. There is a growing political argument in Europe that to remain competitive at the
globallevelal I of Europeds citizens must form par:
economic growth. Governments have acknowledged the importance of the internet to

economic and political stability and have learned to expand its use for communicating

with citizens.Remote working is commonplace and geographically dispersed

relationships are made easier through the use of enhanced social networks.

The gap in use of the internet between men and women, young and old, able and disabled,
low-income and higtincome hasarrowed due to its widespread availability at an
increasingly affordable cost. The internet has become an equalizer, helping an ageing
Europe to better compete with American innovation and the Asian giants now dominating
the global economic scene. Mabilevices and networks are the norm, both indoors and
outdoors, and users can typically find free and @asyse urban networks for anytime
and anywhere access. An expanded internet i
AThe internet toothbrushes to buildings, signs, pesteind documents) so information is available in
has become an  indoor and outdoor urban settings, stores, enterprises, museums, and in the home. Greater
e li interaction online is an important driver of the diversity and growth of the internet. Social
qualizer, . . _ . .

. and professional netwking, blogging and micrblogging have led to a greater exchange
help_lng an of ideas, opinions and information. Finding jobs and commercial partners and products is
ageing Europe t0 mych easier. At the same time, the user communitpéesmemore politically active
better com pekbz against incrased governmental or commercial control of the internet.

2: Going Green i the green internet economy

Halting and reversing the effects of climate change has become key for planetary survival
T not only environmentally, but also economically, politicalhdasocially. It is clearer

than ever that sustainability is crucial for letggm EU economic growth and
competitiveness. ICT is a key enabler of a sustainable ardddon society.

Connectivity is the backbone of ICT green solutions. The applicatiodiféodion of

ICT in virtually all industries will significantly reduce total global €€missions by

2020. However, real gains are seen when replacing cambemsive activities with ICT

based processes. The focus is on green and Emeeén intelligene in monitoring,

controlling, adjustment, management, automation and substitution is embedded in the
new green industry sectors fromrsportation to waste reduction.

The green economy permeates all facets of political, economic and social instiflitiens.
fiThe focus is on 9overnance that underpins the green economy is highly regulatory, with legislation and
green and policy measures for everything related to£€&duction and environmental protection, to

. reinforce environmentally conscious behaviour. This is underpinned hy gereeration
smarp of internet technology for the sustainability initiativepecifically the control and
monitoring of the large generators of greenhouse gases and of energy generation/
consumption and of the environment in real time. It may demand a mueh ¢angacity
internet, unless all is locally filtered as although many systems may be slow, volumes
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may be enormous. Also, reliability at low cost means redundant signalling protocols with
code repair algorithms, as most sensor networks are-badied, irmesh configurations.

Public, business and domestic internet 24x7 infrastructures continually measure and
assess emissions generated by products, services and behaviours. Actions with an
adverse environmental impact can be quickly identified, enablingiiate corrective

action for optimum environmental protection. This has become essential as the situation
worsend everywhere is wired up and monitored.

Social networking tools have become core to dealing with global catastrophes by quickly

mobilizing help in the global community and through the rapid conveyance of

communications and information to distressed places. As it is a regulatory requirement to

monitor, record and manage domestic energy consumption, the government has

connected all homes to ti@ernet, also capitaling on it for digital literacy. Educational

campaigns and information on current environmental issues, guidelines for green living
fASocial and the status of green initiatives are communicated to all.

networking has Developments in internet infrastruces using third generation LEOs (low earth orbit
become core to  micro-satellites) now make it possible to havglobal 24/7 network even when a
dealing with countryo6s |l andline, mobile phone and conve
gIobaI devastated. Individuals amshlineecocommunities use innovative wdtased tools and
h b applications, which have become vital in global disaster relief. Mobile platforms,
ca’Fastrop €s by computational linguistics, geospatial technologies and visual analytics are used for early
quickly warning and rapid response to egecies and seue efforts. Much is socialtyriven,
mobilizing helpd  and thereforés opensource and free, with no commercial IPR.

Teleworking and video conferencing are universal. Working from home is the norm.
Access to the internet is via environmentally frienaiigbile devices for otthe-go-
anywhere connection, also essential for disaster situations.

3: Commercial Big Brother

The internet becomes a purely commercial channel for entertainment, retail commerce
and advertising, mostly directed by the largest plagenongst ISPs, telecoms, consumer
goods, retail, advertising and media publishing. Development of a consuaokst

broadband internet is the major thridetweern2012and2017, the internet becomes

popular as the replacement for broadcast TV, offerinigt@nactive consumer channel. In

this commercial internet world, content providers and ISPs increasingly market a range of
consumer offerings through controlled internet spaces, most often with walled gardens for
TV shows, games etc, linked to retail offegs for everything from supermarket shopping

to houses. The offerings are more like cable TV or satellite: tiered bundles of options
rather than conventional internet access of a freely selective nature. Such domains are
created to maintain user lodk, effectively closing the network to open access. User
privacy ends as companies can exchange data on every transaction without hindrance.
Where restrictions exist, data is stored and exchanged in those countries where privacy
laws are ineffective as theaee noeffectiveinternational agreements.

This form of internet is driven by thréearrie infrastructure industries:

1 Extensions of the current internet playei$SP and search engine plus social
networking sites all rolled into oriewho carry the atve media services and link to
retailer websites to make their profits

1 Fixed and mobile telecommunications incumbents globall§ho branch out into
being national ISPs and media brokers to the maitecbproviders, with their own
fiwalled gardea media poducts

1 Cloud computing with hosting sites for applications created by individual
enterprises to operate their business and to store vast silos of data, adavell as
common fipr od focitdividualsrgnted as @ dersice from the major
softwae vendors.
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Early on there are two layers of internet industry structure. First is an upper layer which
comprises the large players in retail goods and services, media industry, especially music,
news and advertising. The lower layer consists of an arnagset of ISPs of several

kinds, players in services such as search and social networking, as well as basic
communications. They offer network connectivity, processing power and data storage
with the necessary infrastructure. However by 2015, these tweosldave begun to

coalesce. Thus the older model favoured by telecoms incumbents (both fixed and mobile)
becomes the norm, that of vertical dominance across the two layers withmetveéirk

access. Most often, such players arbadged telecoms opeoas who expand from

mobile into internet, followed by a phase of acquiring internet content providers.

o Incumbent telecoms operators offer ISP services combined with their WAN networks,
fiThe oldmodel

now commonly | abelled as fANext Generation Ne
becomes the infrastructure is often subsid by nervous national governments who have been led to
norm, that of believe that closing the digital divide mean
vertical solving the incumbent telecoms opeiratorsd ca
dominance network controlThese large consumeulture, communications and internet players

further consolidate to three massive global players from around 2020 onwards. They

across content operate the global market through tacit collaboration. Consequently, using thetinterne
and ne_twork slowly comes to mean being tied into this small range of content providers and ISPs,

del i ver Y where the user pays for allas

Open free use of the internet, independent websites, free speech and ideas tend to shrink.
Note that there is widespread governmegegatance of the commercial culture for

reasons of political censorship and control, by suppressing use of the internet to spread
ideas, orgaize opposition and protedtimited technology advances are largely aimed at
consumer gadgets and efficient managethof multichannel asymmetric media flows,

with peak streaming management. The old internet model is able to scale up to suit the
purposes of its commercial operatoras a platform to sell consumer services, goods and
entertainment.

4: Power to the people i emergence of the e-Demos

Ordinary people no longer wish to wait for governments and technologists to decide what
the internet of the future should look like. They react against government attempts to use
the internet for their control and as a waycut the cost of government. People take the
initiative, but in no orgaimed way to start withi they push back against the status quo

and demand their own way for the internet and to close the digital divide with
applications designed for and by ordin@eople. Governments and large corporations are
not the drivers, but become the spectators to a newly shaped internet.

Prompted byhe financial meltdown which triggered the sigar global recession

ordinary peopleseeknew ways to earn, invest, cooltand manage money. So a new type

of internet is an essential component to drive GDP and employment, as a job finder and
creator. Increased numbers of occupations and workers are internet dependent worldwide,
with novel employment, business and consunmesipmer models. Ordinary people want

an internet that enablds £ m takechaigeof the events that are having a tremendous
impact on the lives of their generation and on the future. They demand a free and open
internet environment in which they can kadiverse, easily programmable devices that

can connect to anything for any content, service or application. This requires a new level
of technology access, aimed at the ordinary person. Access to content and information is
made freer and the use of frepén source software and content becomes much more
common. Creators rely more heavily on alternative business models. As everybody has
free access to content and information, this becomes a key enabler of reatigmttom
innovation and social progress, elivating the knowledge divides.

Freedom extends to the choice of whatever network they wish to connect to. In the online
world, the consumer wants freedom, because new business models, with flexible, low
cost and a steady stream of new services favourmtigumer and their rights. The drivers
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for this lie in personal assertion, expressed in political movements for such causes as the
environment. Society as ausevandéansutheriighte s a s
T for transparency, trust, fraugsigance, protection and fair, honest governance rules.
Social attitudes focus on community building and bridging gaps in a highly diverse global
society. Thus there is a shift in requirements to open outwards, to expand the range of
contacts, and participate new (online) communities, for more intensive participatory
lifestyles. This builds against a demographic background efjamgand already elderly
population, dispersed families and single unit families, generally more politically astute
and activeThe advance is led by ordinary people who first build spaces for social
interaction, then markets, information spaessas well as a new range of much easier
to-use tools. Selhelp means selbuilding and sharing the benefits. New directions in

fiSociety as a services and ways of using the internet largely come from the developing world, starting

whole drives a from Asia and spreading further out into the developing world. By employing a few

d d simple open source tools, people build secure spaces, resistant to malware, scams,

strong denan phishing,etc and to commercial intrusiérnspam, pogups, cookies, etc. A new concept

for user and e of privacy emerges, not related to any commercial interests and based on strong identity

coOnsumer management.

2.3. Implications of the scenarios

The scenarios were discussed in the workshopength(Appendix B and their
implication consideredAs an example, the findings of t&mbridge, MAworkshopare
summaized below.

1. Smooth Trip

This scenariavas seemsproviding a smooth interoperable platform with a low cost to
entry and easily accessible information and services

1) Policy development and implementatioRolicy will have a large impact, both
positive and negative, on what is available to usergaiticular, policies dealing with
data protectioninoperability, IPR, transparencyvere raised as importarithe need to
not simply copy policies from other regions (ie theA)Svas highlighted as well as the
needto align policy with an understanding what citizers and onsumers want.

2) Open standards and acceSghere is a gneraltrend towards enhancing openness and
access across people and devices. Howdvere araifferences between what users
want \s. what businesses are willing to provide. §btenario requires a cultural
willingness to share as well as the ability to filter information effectively. Filtering
becomes a key focue search engine technology.

3) Network neutrality:This isparticularlyrelevant in enabling this scenario. Howeyit

is not simply a matter of preserving network neutrality no matter what the implications
(egthe potential damage to voice traffic). Instead there is a need to maintain a level of
neutrality but without strong enforcement or strong violagtiemetwork neutrality stays

the same but with some caveats, such as voice.

4) Economic models and incentiveEconomic models should remain as varied as
possible to encourage innovation. There is a high degree of interaction between
government and business, btahge and small, with businesses having vested interest in
government. Government and euasers both fund projects.

5) Security, privacy and controPrivate commercial enterprisageoften responsible for
security as part of the economic mod&ompettion actually leads to more secure
networks thargovernmergdattempt to create privacy. There issk of a false sense of
security, with tradeoffs between security and anonymity. Due to the high reliance on
data exchang@rivacy and security issuese critical and as a society Wwecome more
vulnerable to cybevar and crime.

6) Technological developmenbevelopments modulaized in this scenario with
incremental technologies and atomized-g&krest. There is a risk of slow rates
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AWill the
internet be
national, global,
or local?0
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development andystemic technical problems in implementing new serviegfv6).
Technology is developed collectively with everyone contributing to make up a larger
wholewhile legacy systemaresupportedMobile access becomes increasingly
prominent as a means faraessing services and information.

7) Social inclusion and exclusionThere aredas over new forms of inequality and a
technic&hierarchy of users that doestmecessarilgoincidewith the competence and

skills that we have now. Issues of inclusiom @&xclusiorshouldnot simply be linked to
wealth and education (although these remain key concerns), but there will be new forms
of exclusion and the risk of forced inclusion. New forms of filtering and aggregation will
emerge alongside new forms of paveemd control mechanisms. Particular intereas
expressed in relation theageingpopulation and developing nations.

2. Going Green

In the Cambridge, MA workshgphe relevance of th scenarido theinternetwas
guestioneddlthoughin the BrusselandTokyo workshops attitudes were very different)
More generally, this scenario raised a lot of control issues

1) Economic models and incentive®iscussion focused amhat would count as
incentives. On an individual level the primary incentive wahses lowering energy

bills. The importance of government involvement was highlightgénergy efficient
appliances would not hawmergedvithout government incentives. However, while it
was argued that governmesgntric economic models and incentivesre critical for
success of the green energy movemeairket forces need to be allowed to play a more
active role and disidies should be miniized.

2) Energy consumption and sustainability¥hat actually counts as increased energy
efficiency and sustaability is not always simple. Three main topiesrediscused.

First, where to source energy for computer data and processiBgogled mitiative to
build serve farms near water bodies. Secpsadstainability issues around provision of
power for inceased computing services. Thigliestions around the disposal of
technology and devices in a sustdileamanner, egnd of life products could be recycled
and secondary uses developed.

3) Culture norms and globatation: Will the internet be nationagjlobal, or local? While
this scenario would speak to some audieneg&oogle spends more on power bills than
on salaries and are putting money into alternative energy cestras people do not
believe in climate change. Businesses are moving dateseatcheaper countries, so
globalzation not only has to be taken into consideration in relation to adoption but also
management, control and regulation. It was unlikely ititatnetservices would replace
travel unless government forcies

4) Security,privacy and control: Privacy is affected in this model due to requirements
for monitoring and gathering evidence against individuals. In order to monitor and hold
people accountable for their energy use, data protection becomes increasingly important.

5) Standards Standardsare needetb monitor consumption at a global lev€here are
architectural choices, but not direct choiceggradualshift to low-powered devices,
cloud services. NGN/clean slatenot affected.

3. Commercial Big Brother

This was consideredy the Cambridge. MA workshagsthe default scenario, the one

which we are moving towards and most closely reflects the current one. Societal cost is
distributed and innovation in this model happens (and is funded) from those who benefit
themost. This has led, and will lead, to increased capabilities for data storage:

1) IPR: Copyright of data and surrounding legal issiseshuge concern. There will be
less and less control of data/informatimnthe content creatowith the data collectoor
aggregator becning stronger. Theight to control will be on the side of the collecteg
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News Corporatiows. Google. There will be an enforcement and then expansion of the
powers of intellectual property with messy legal situations due to cutififedences in
data handling, copyright laws, and questions on intermediary liability. IPR takes an
increasingly important role

2) Security, privacy and controlSecurity concernareambivalentSecurity could be

seen as driver for this scenario, @ ul d b e fust gustdne argumedtvith no

truth in it,eg ATM fraud. Some argue that privacy is more important than security in this
scenario with a downside being data storage and lack of mechanisms for minimizing data,
leading to the hoardingf data and privacy issues for users.

3) Economics models and incentiveBhe economic model and incentives are the main
drivers for this scenario. Innovation accrues benefit to those who can fund it on a large
scale while those who dwmt fund have no besfit. Economic models such as bundled
services will influence uptake and use. Services with one single provider will reduce the
cost and as eesult affect what is provided, ¢ge Google scenario, the advertising model
that seems free, but is commercialid for. There are tsong incentives for companies,

but little for the state in this scenario.

4) Standards:Network neutrality is cruciabutit depends on how isidefined. In Europe

NNetwork it is defined differently fromthe USA. There is a link betweenastdards and control, but
neutrality is not an obvious or causal onerfSe argue that open standardsarenter to whaBig

: : Brother wants and others that open standaresvhat Big Brother wants. While closed
crucial, butit . : L
q d h standardsupportBig Brother, open standards do not neceggavork against it. Ifan
) e_:pen _S Or] OW ISP controls servisit doesnot matter if there are open standaadshey can just block
it is definedo access to websiteblaving open standards lets users choose.

6) Energy consumptionln this scenario more is better and energy consiomgbuld
increaseegbigger screen8Butfi g 0 i n g cogld beameda competitive advantage.

4. Power to the people

This scenario waseen asnost favourable to user rights and the one with the least
government intervention. Reputation becomes a drifonge on indivdual and
organzational levels

1) Economics models and incentiveBhere is no clear source of funding, but it is not
likely that this will require high capitilation (ie communication meshes that daot

involve large capital investmentgsulting in a fragmented funding model. This scenario
accommodates innovation and will play out when disruptive innovations are allowed to
grow. Hence, innovative and associated compensation is a major motivation.

2) Fragmentation: There would berfigrmentationof theinternetinto multiple sub
internets.This may lead ta closed architecture of the interneg(Apple ecosystenand
there is a risk that these emerging internets end up competing with each other.

3) Standards Interoperability:Interoperaility on different levels would be highly
desirable so that groups can form and create their own networks, but still share
technology and application$hat requiresome standag] perhaps open sourdeetwork
neutrality is seen as importaiis areNGN andaclean slate that is transparent to the user.

4) Key role playersThis scenario creates interesting relations between various role
players. What will be the role ¢fie open source communi®yGovernment? Businesses?
Usertreators?

5) Cultural norms and globaization: There is énsion between global and local services,

in which different cultures affect services. What language(s) and technology(s) will be
used? For example, the Korean network is strong and independent but their technology is
commonto the U\.
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6) Security, privacy and controlSecuritywasseen as really important in the context of
closedinternetcommunities, but it was argued that privagynore important than
security.

7) IPR: In this scenario there would lsecommonsased moel with less high protection
and more incentives for sharing information.

An overall summarpft hes e @ par ame forthe mteroet is showa in Tablé o n 0
2.1, which summarizes the findings of the MIT workshop

Table 2.1 Parameters of evolution of the internet

Parameters of 1. Smooth Trip 2. Going Green 3. Commercial Big 4. Power to the people
evolution Brother
Internet Based on current Real-time, data Vertically integrated Ad hoc/mesh, data/user
infrastructure architectural principles driven, mesh, cloud driven
services
Technological Mobility based Sensors Streaming requires NGN Distributed control
developments No change in archit. Distributed network or "clean slate" Online Reputation, Viral
principles control Walled gardens, adoption
Interoperability specialized nets Generalized wiki
Security, Privacy Security from competing | Sensitive to privacy, Strong Security, either real | Privacy and identity
and Control private efforts data protection or apparent more important than
Tradeoffs with anonymity Power to data collectors security
Economic models | As varied as possible. Natural resources Entertainment Distributed, user
Work process evolution. consumption. Driven by profits from generated
Government and May need incentives industry, content and Innovation from the
business support. network providers bottom
Social aspects Social inequality Globalization key No social drive Main social drive
Policy Data protection Energy, Environment | Strong IPR protection No IPR protection
Moderate IPR Open standards
Transparency Interconnection
Standards Some tension between Need global Competing closed Open or Open source
open and industrial standards standards may prevail standards
standards Open standards Multi-cultural support
Filter / search acceptable
technologies key
Network Important but not Important but not key | Ignored, just a burden Key element to enforce
Neutrality strongly enforced

2.4. How experts think the future will develop

There was consensastheCambridge, MAworkshopthatalthoughthe status quo would
degraddowards scenari8 (Commercial Big Brother)t might also have some
relationshipwith scenarial(Smooth Trip) The interconnections betwetre four
scenariosneant that they wemot mutually exclusiveTheir interaction and relationships
neeckd tobe further exploredt was felt thatalthoughscenario 3vas most likely to
happen, moreouldbe done by governments to encouragenarios and2 (Going
Green) Scenario 4s congruent withscenario 1but different industries are in control.
Scenario 4 (Power to the Peopddohas commonalities withcenario 1It was also
thought that weouldexpect to move froracenario3, the closest tavhere we currently
are towardsscenario4, perhaps viacenario2. However the question is whether all
scenarios concentrate poweithe net and not in the uséihe Tokyo workshopalso
noted thathe four scenar®are nohecessarilyndependent naare theyparallel
trajectories. They could equentia Even if the four scenarios were reaintiguously
sequential, each would appear in the procesisedhterned svolution, ast formsa basic
infrastructureand so will evolve in an incrementafay, and not as a sharp discontinuity

In the second roundf the Delphi surveyexperts were asked which of the four scenarios
they thought was most likely to become reality, and also which they considered most
desirabé, as shown in Table 2.
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The key findings are that in terms of 1ike
probable scenario with 67% choosing it. No other scenario reached similar levels. The

second most | ikely scenartiho 4i7s%, i G ocorhnheorweida Il
Greendo (33%) aweopPewer 28B66)t h8Bue i n ter ms

theePeopl ed appears as the most desirabl e sc

(110 experts)

Research/Education

(68 experts)

Business

(28 experts)

Government

(12 experts)

EU

(67 experts)

56% desirable
70% likely

56% desirable
54% likely

50% desirable
75% likely
75%
desirable

61% likely

48% desirable

54% desirable
27% likely

52% desirable
38% likely

54% desirable

42% likely

67% desirable

30% likely

56% desirable

8% desirable

50% likely

5% desirable

48% likely

16% desirable

34% likely

8% desirable

51% likely

7% desirable

62% desirable
17% likely

58% desirable
36% likely

64% desirable

25% likely

75% desirable

23% likely

65% desirable

|l ikely. The second mosfTrdesi (bR, sckpnaeliy
AiGoing Greenodo (54%). ACommer ci al Big Broth
scenario (8%).
Table 2.2 Summary of Delphi round 2
-

Opinions of y i . .

110 experts . green internet ower to the

All experts 67% likely 33% likely 47% likely 23% likely

o 1
Non-EU 75%likely 5794 likely 43% likely 21% likely
0,
(43 experts) i /° 51% desirable 10% desirable 57% desirable
desirable

In terms of perception dhelikelihood and desirability by type of stakeholder,

government experts were even more convinced than the average that the Stipooth Tr
scenario was not only the most likely (75%) but also desirable (75%). Government
experts also rated the PowerthePeople scenario as equally desirable (75%), but much
less likely (25%). The views of experts from the research and education seatty clos
matched the average, while business experts rated the likelihood and desirability of the
Smooth Trip scenario slightly less than the average. Compared to the group as a whole,
busines®xperts thought Power to tReople was more likely and more deklea
Surprisingly, business experts thought Power to {Re@ple was more desirable than
Smooth Trip.

Results were also analysed according to geographical location of éxpenspean

Unionvs. nonEU. Opinions on likelihood and desirability were simildowever, non

EU experts thought that Smooth Trip was both more likely (¥5%1%) and more

desirable (70%s. 48%) than their EU counterparts. EU experts thought that Power to the
e-People was the most desirable scenario (65%), but unlikely to beeatitg (23%). A

brief survey of the key drivers of change over the next three decades with more detail

appears iA\ppendix B
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2.5. Trends and drivers T outputs from the workshops and
other research

Expert workshopsvere teld in Brussels, Cambridgghosted by MIT)and Tokyo(hosted

by Keio University)to further refine these Delphi finding&.second Brussels workshop

was held to val i dAteaehevehseenasids waetapdd o stimulated i n g s .
wide-ranging disassions and identify the main trends and drivers. We cateddhese

into five major type§ economic, social, technology, psychology and human interface.

2.5.1. Economic trends and drivers

The world already has an internet based ecorioinis an essentiahechanism driving
GDP and employmerits o t he i nternetds future evolution
economic forces. The network itself has spawned a whole new industrial sector since the
A An i nt e early 1990s. The overall level of internet demand (and choiseruices) is set by the
based economy i degree of prosperity in real purchasing power terms of its users. Prodjzexétyt demand
yE is also constrained by a range of econebebavioural factors such as trust and
shaped by the confidence. Interestingly, both project workshops in MIT #nklyo pointed out the need
prosperity of itS  to develop new ways to measure and evaluate choices for the internet, beyond simply the

user base, monetary eg in metrics such as reputation, trust, happiness, social worth, etc.

location, A first economic afgldbalscalebdcauseni tfade, réachlisob al i t y o
demography and sometimes everythingalso indicating that geographically limited internets (eg only one
busi nes s country)aretosome extergstrictingtrade, putting limits on economic growth. The

speed of comerce is accelerated. This hdfeets onthe rate of investment, so internet

based trade stimulates higher global liquidity as the ease of international commerce

increases.

Moreover globakation of trade shifts the focus of the internetdaseloping ntons will

be dominantn gross GDP terms between 2030 and 2040. Emerging markets will show

the fastest rates of inward investment as well as growth over the next few decades and so

wi || tend to define the i nt erksheptpbirgedbutit ur e st
their lack of wired infrastructure will promote theobileinternet model.

Education is a factor whose value is accelerating in the knowledge economy. A future
internet will be driven and shaped by increased demand for educationitédelels,
education is a major economic driver, at both a mi(wersonal) and a maceronomic

level, for the move to knowledge work. Learning over the internet will be a key ingredient
and background to future education especially at the highes|eaml so a key economic
driver, as noted in the first Brussels workshop.

Linked with education is further economic driveir the demographic trend to ageing
population, and with it, aageingworkforce with extended longevity. These workers will
needto reskillto gain employment in a future knowledgased economy, now a serious
future issue for Europe and globally, as pointed out at the Tokyo workshopg&ime
population will also depend on morelimme health and social care, to reduce costs of
health schemeisagain drivers for a pervasive internet. Such an internet will require
specific features suited to caring for the elderly and maintaining active life, with a
prolonged working life, particularly as undiemded pension schemes across the
developed world lead to delayed retirement for many workers.

2.5.2. Social trends and drivers

i The i nt Afutureinternetwill be some partial mirror of society, a component part of a complex
now a socially social, human system, in a restricted view. Major social trends that drivedhseinas a
facilitatin new component of societgclude globakation, accelerated lifestylestmwhich more

_aCI itating has to be fitted, increased complexity of daily life and demographic change. For instance
infrastructure one lifestylerelated change is the reshaping of personal privadj@® largest social

that must avoid  networks, reflecting commercial imperatives and the behaviour of their mairiusers

e X cl us i o teenagersand young adults. But the internet must also reflect social norms of acceptable
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behavioui many societies set strong constraints on aatiwitind capabilities. Such
conditions set the general trendrom an internet of PCs, to amernet of persondor
ubiquitous socidting, as noted in the second Brussels workshop. It implies pervasive
communications and therefore mobile radio as thieped access network, for activities
such as social networking applications. This model supplants the traditional internet
model of PC and wired connections for applications such as email, noted in both Brussels
workshops.

The next several billion userslibring in influences from a far wider range of societies,
but that also implies a host of cultural enclaves rather than a single cultural and mental
model. The first Brussels workshop emphed thatsuccess as a social chanmalans

the human signalsnd markers (visual, audio, gestural) must not be lost in the
communi cations channel . I't also sets certa
increasingly significant platform for social interaction. As the Tokyo workshop pointed
out, when the Easiuropean countries moved from communism to democracy, television
was a key technology, but now the internet has become a potential infrastructure for
global democracy. This has not been lost on authoritarian states, who are becoming
increasingly sophistated at monitoring and controlling internet communications. At best
the network can enable dialogues among different cultures and thus between different
states. Carelessly designed interface and usage technologies can create effective
segregation, eg forlder people. Understanding is required of how internet technologies
can exclude anyone, eg via poor user interfaces.

Legal issues will also be important in a future internet operating across national legal
regimes. How they can be implemented and enfaircadborderless international market
is still unclear. Existing national law may sufficéut do the current laws need to be

extended, where insufficient? For exampl e,
market, consumers are reluctant to buy goadisszrvices online from other Member
States.

2.5.3. Technical trends and drivers

Devel opment of t htechnology kas Ibeentsdrgrisingly sfoer ety y i n g
IPv6) as pointed out in the MIT workshop and in both Brussels workshops. Large
European telecommmications incumbents have invested billiong€ofosi N A Ne x t
Generation Networkso providing additional
Service), but it is not clear these will win in the marketpta agai nst-et hemaper
networks. This exgrience should make us think carefully about pure technology drivers.
i Techn ol Anevolutionary mode of internet advance is more likely. A complete new generation of
advances have fundamental internet technology maytpe ambitious. A the Tokyo workshop noted,

.. infrastructures &ve not really evolved since around 2005 as the technology vendors are
been surprlsmgly increasingly static in their designs because the major players in the private sector are
slow as taking control of the upper layers. Thus the only innovations are for various traffic
influences on the controls,such as deep packet inspection, to enable major players to identify and police
i Nt er net Iinternetcommunicationst effective use of open standards is ignotae technology

may become an inhibiting drivevhich could stifle internet advance and so bldice
entry to the internet infrastructure market.

Hence, community driven innovation will be a key driver of future internet progress,
alongside commercial innovations from companies within the internet business who
retain intellectual property rights. The second$els workshop noted that a community
approach can also emplmesthe power of the individual by amplifying it through a
community as a collective action, to carry more weight. The latter point is related to the
concept of whether a European frameworteiguired as the basis for an enabling
infrastructure as well as for creation of new services.

However, there are sonbechnology trendsith promise: state management at the web
layer, application layer multicgsatacentric networking, publish and subscribe,
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resource pooling through mujpiath for more robust handover, andidentity layer for

the internetvere pointed out at the MIT workshdpotential new directions for

technology may be in growing user invement in design, for more us&iendly

applications and also those that better protect the common user. Sensing and sensors and
interactions with the real world will become far more important. A continuing area for
investigation is whether thaternets houl d codumidnwet av®r & , A wi t h

i nt el (camgutiny posver) located atthe edgesor have more 6inteld]l
of itsinfrastructure

Also when looking at future internet drivers, we need to be able to make a clear

distinction betwee the technology of the internet and technology trends in general, eg

wider use of RFID or c¢cloud computing. These
engineering but may not become core internet technologies. One technology driver that

does need todhassessed further on its implicasdor infrastructure is thimternet of

things looking beyond simple RFID tags as the first Brussels workshop pointed out.

Internet history is less relevant for future storage, processing and network transport
models for the general ways in which we handle data. Today the ratio of network
capacity to storage capacity of data is quite different to that of 30 years ago, as storage
capacity attached to the internet is currently increasing rapidly. New directions towards
semantics and knowledge processing may be significant drivers of change, coupled to
advances in storage, access and distributed processing of very large data sets.

2.5.4. Psychological trends and drivers shape the future internet

Key to the i rhépsycholegy @ susthtthe aore ef usergrustlie privacy,
protection, security and reliability. In a digitally pervasive world, where dependence on
technologies will increase, the effects of outages tibelate scams or invasive
interference are easily magnified. Consequently user demand for protection, resilience
and trust for an autonomic selfiealing internet will increase enormously.

AUs er ps The psychology of human needs is closely linked to the sttirartion of social

in terms of desires networking and its expected growth. As the first Brussels workshop pointed out, in

and fears. will pgrticulgr, the trio_of human desires for_presence/bel_onging, relationship an_d cpntribution

) L] will continue to drive internet technologies to create stfiactures for communication,

dictate mtem_et_ creation and interaction. At the basis of these desires is the need to be included. Therefore

usagei what itisS in order to avoid exclusion owing to technophobia or alienation, a future internet needs to

used for and have the char act @t ieitmiitsdbjeotife, dverse fard etuiiive. | e

de gr ee o { The ultimate goal is that a user can take it everywhere and reshape it according to
personality, locality, and each lifestyle situation. In essence the user would have the
capabil ity tsonalmetveork bverthe imtgrdet. Pue psychology of internet
use is also governed by the desire to achieve aspirational goals, therefore a future internet
should be an enabler of individual and collaborative creative endeavours. Two design
implications inparticular that arise are the desire for immediacy and for rich media
interactions.

The potential success of theure internet will dependn theextent ofits compatibility

and adaptability to the psychological anatomy of uséhre.two primary drive$ desire

and feaii translate into needs and demands. Demands are driven by fears of intrusion
and harni hence the need for trust and privacy. Fear is sensitive to multiple factors
culture, age, health and so@conomics. Thus cultural4assurance redyres familiar
presentation, with cultural signs and accepted behaviour to reinforce acceptance, trust and
takeup. The fear and mistrust factor extends beyond intrinsic engineering considerations,
stemming from the commercial exploitation of user behaabdata by large ISPs,

portals and search engine services. Using what may have become an unhealthy customer
intimacy, these service providers are generating significant revenue. As pointed out in the
first Brussels workshop, future internet design shaolasider how relationships of all

kinds, in business as well as socially, are facilitated through the int€higespecially
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links to how to value emotiorisand more cynically, ofiow tomake money from
emotionslt is also a pointer towards futurexgwnance rules.

2.5.5. The human interface must influence the future internet

We have separated the human interface as a distinct subject for consideration in the
evolution of a future internet becausésitifundamentatriver of its takeup. This was
demonstreed by the impact of the World Wide Web as kieg enableof the internet into
popular culture globally. Effectively the WWW placed a human interface layer (the
browser) on top of a relatively simple messaging and document file exchange system. It
was eag to use compared to the past. Human interfaces also will be crucial to digital
inclusion. Here it is useful to broaden the notion of human interface to user environments
and sociepsychological dimensions of user and context. Thus limits on what may be
considered as the human interface are a difficulty. For instance, does it extend into
exploring the internet envi Wenertdmanalyseor i s
the human factors ithe setting of the interactioig the traditional but less ploited

notion of the human interface environmenie rise of mobility is a trend of expanding
importance here. As the Tokyo workshop pointed out, the human interface also includes
language diversity, a critical issue as the upper layers of the intecheding

applications and user interfaces become more important. Only those who cannot speak
English well understand the importance of militgual interfaces. Minority languages

risk being lost in the internet world, without convenient translation metfardnternet
interfaces, a serious factor, as language diversity and cultural diversity are closely linked.

A further discussion point is the type of media in use in the inteffacevious advances
have been from text to still images, to video, whilmorrow will include 3D immersion

and virtual reality worlds. The underlying impact is that the architecture and engineering,
as well as the business models will need to offer more and richer multimedia access,
transport and display than before.

AThe hum The inteface isalso linked to online identitand its protection. Two aspects of internet
interface holds !dent!tyshould be considerédfirst, recogrizing thg digital presence aspept of.our
identity and of how to create thatdithen protect it, and secqrtte use of identjtas an
the fundamental asset or service, which social networks (such as Facebook) see as their route to the
key totake-up of  monetzation of their user base. Thus a significant driver in design of a future internet will
the internet 0O be the need for an interface for protection of self but one that@ui modes of thinking
and doingGreater reliancen the interneintroduces significanproblemsfor internet
design relaté to personal (and orgaational) identification. Digital identity management
i s the core i ssue h e ermnakation hith assutkélaclof i s fAano
control o.
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Chapter 3. Guiding principles for a needs-based future
internet

The internet has the potential to become a ubiquitous and universal channel for
socialzing and creative expression for all, as well as astop globabusiness

environment. Indeed, it is already well on its way to becoming the largest platform on the
planet for information, communication, trade, employment and social exchange.

In order to fully harness its potential, however, its growth and direcan be shaped t

meet the needs identified @hapter 2 Which fundamental principles should guide the
internetédéds future evolution to effectively s
consideringhe scenarios and analysing the workshop discussions, we have generated an

i deal |l ist of Apairedo principles:
1. Available & Accessible 6. Reliable & Resilient
2. Diverse & Inclusive 7. Safe & Secure
3. Scalable & Sustainable 8. Private & Trustworthy
4. Open & Shareable 9. Appealing & Usable
5. Green & Affordable 10. Adaptable & Customizable

These ten paired principles, discussed in greater detail below, are wide in scope and relate
to overlapping social, technological, psychological and economic domains (see Figure
3.1). InChapter 4these core principles are mapped onto specific technical requirements
for the optimal design of a future internet.

3.1. Available and Accessible

The first principle, identified in workshop discussions, is that therietehould be
~ . available to everyonk it must have global reach. Internet coverage should reach 100% of
i T hreernet has the EU by 2013, th®igital Agendagoal being to roll out fastbrdab and O 30 Mbps t

the potential to everyone by 2020. Beyond this, the internet should be accessible and provide ease of use

become a for all at a basic level, for global inclusidrintuitive interfacing with no exclusion due to
ubiquitous and high eliteracy requirements and so be equally asit#e with confidence teveryone
universal This means understanding and coping with differences in education, diverse physical and
channel for mental abilities and special needs, as well-Bieracy, to dispel technophobia and

. . rejection. It means designing for all peopldatever their needs. It implies higher
SOCIa‘_IZIng and overheads in communications and storage from richer interfaces, often integrating
creative multiple senses to produce a fusion between cultural/psychological demands and
expressioﬁ) technologies. It also, importantly, means the netvetiduld be mobile and ubiquitous.

Workshop discussion emphasized the fact that the basic network connection and transport
level, the traditional internet definition, is not what the mass of users perceive. They are
inclined to bundle what may be strictlyfoleed as an application or user interface, more
specificallyt he Wor | d Wi d e théted interreétéor thiem.rThis hangan A
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Guiding principles for a needsased future internet

int erface envi r o thickebandfriotzerin dfeturedimeenetfto be of

greater use. A meaningful semanti@ddentity layer would take thifurther, with the

notions offiweb 3.®. This concept also engages the related question of whether the

internet should be adumd network withintelligence at the edge, when

tel ecommunications oper at otheystrivaferbmatteo r epl a
ii nt el | i g ¢hattheyrcanttomtookhls ssue is also associated with any move

towards a more centrally controlled future intefsras against the dispersed locus of

control of the original, as today.

Figure 3.1 Fundamental principles by overlapping domains

e & Inclusive

1. Available & Accessible
4. Open & Shareable
6. Reliable & Resilienty 7. Safe & Secure

[T

10. Adaptable & Customizable

3. Scalable & Sustainable
5. Green & Affordable

8. Private
&Trustworthy

3.2. Diverse and Inclusive

The issue that provoklemuch, if not most, of the debate in the scenario workshops was
AThe t h r the threat of possible exclusion for a significant proportion of the EU population, and the

possible effects this might have on dividing European society. Some participants found that the
exclusion was idea of gaps$n society being magnified by technology was entirely unacceptadblen
deemed though this might be due to reasons of access, digital illiteracy, technophobia, etc. At the

) same time, forced inclusion was viewed as worse than forced exclusion; there was no
Unacceptable N plack and white, connected or disconnected. Freedom to participate was seen-as multi
the workshope faceted: the when, the where and the how. Most participants took a dim view-of anti
piracy laws leading to disconnection, eg the Freddation et Internethreestrikes law.

The needthereforeto design an internet to ensure everyone participeas more
controversial than might first have been expedtealso confirms the undeniable socio
economic and psychological dimension for any design effort.

A related and common theme emerged as to whether users would perceive one internet or
multiple internet environments, differentiated by capabilities angbection of users

whether or not the underlying infrastructure remained globally homogenous. The
workshop consensus was that in the future, thd@tebe multiple internet environments,

based on user preferences and personalization, rather than theonwrgenous

environment we have today. The question of whether such differences will be enabled by
telecommunications operators, ISPs, app providers, merchantg®isugenajor

c hal | e n goastitutionaltarchi&ectéioeof the future internet.
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3.3. Scalable and Sustainable

As the majority of future users will be in the developing world, constructing the future
internet on a more resourtimited infrastructure is an important challenge. The
languages of the internet have already expaindad the futire is an internet whose
users are neinglishspeaking for the vast majorityho expect an internet in their native
tongue. The internet must be scalable globally.

The workshop discussed the notion that the i

positive factor, for to some extent its faults may becometssdfingl ndeed, -i t s
yetf r a quatdresidessential to the functional performance of the system as a whole.
Under this kind of thinking it is important to maintain the state of thermett as open, as

it gives global access at low cost for those with new ideas with new business models. This
makes it a new business creation machit@o useful to discard. But can a balance be

struck between controls for safety and entrepreneurial oppty?

Technology trends and drivers influence internet development. Strong trends may be
muted by development forms which are evolutionary, not revolutioaad/possibly by

s t a g n a punctuated equilibfium The new may be expected to be builton of

the original as nexgienerations progressively displace the old. Workshop participants
expect migration to a mobile access network, a semantic weltimeamonitoing for
theinternet of thingsvith guarantees of performance and permutations @thtme of

net neutrality. However, against this, are unexpectedly slow developments requiring
careful reflection on the possible (eg the long march towards IPv6). This might suggest
the need for a clean start, as proposed for example by Stanford Ugiv@Rian Slate
project.

3.4. Open and Shareable

The current internet is a victory of open standards over a sea of proprietary offerings that
previously occupied the data communications space (SNA, PigpleTdk as well as

limited telecommunications standards with heavyweight protocols aimed at a world of
incumbent telecoms operatar25, X32, X400, etc). This insistence on interoperability

is most likely to drive the development of a ubiquitous networkaplies some common
pooling of intellectual property righisa pool of future patents for instand¢ealso

indicates an standardgtting process open to all, not dominated by a privileged set of
countries or governments.

AShareabil ity @ensduragedtaincease dffiaiency) lower bost and
provide resources and information at any time to anyone, opportunistic networking may
be useful. The future may be one in which sharing content between peers, the users, is
both more efficient and moeffective. But necessary sharing also implies broadcasting,
especially of rich media into environments close to users to save on network capacity and
encourage contefiitased societal interactions. In this respect, mechanisms such as
embedded caching sergeat the edges of the network become attractive. It would be
supported by the further development of open interfaces to cloud computing services,
especially across multiple service providers. This also requires mechanisms for remote
execution of tasks whitcare efficient and secure, yet use open protocols. Mobile agents
may be a major new use of remote execution.

3.5. Green and Affordable

Participants in the workshops thought that future internet technologies will have a range
of energy impacts, both positivacginegative and spread across a range of equipment and
devices. For example, making telepresence and related mechanisms easy to use and
trusted will make it possible for businesses to reduce corporateitraltebugh

historically, they have often led the opposite outcome.

The future internet architecture will control two key parameters in terms of energy use
how much energy goes into the lifecycle of equipment, and in its operation. Both of these
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depend on the detail of hardware implementation. Hewbardware design is predicated
on the software footprint in terms of MIPS, storage and active memory (RAM) demands.
There is also the question of basic design of protocols and their operation, eg constant
polling uses energy and generates heat. Thigeaiients from packet switches/routers to
operating systems and software applications need beecdgsigned with emissions,

heat, toxics, recycling and energyuse considerations. For instance, the quiescent
power consumption on standby can be ofdtdaer of 10% of all energy consumidan

this be cut?

Moreover, the cost of the network is a major parameter in itsuplend in its network

and application support by various commercial and other (open source) players. There is
also the thesis thatéhe is not enough value in current business models to support its
universal spread.

The cost of internet technologies will have a more significant impact in future.
Developing nations will be the largest users and their concerns will become the basis for
its engineering. These include a) low cost, b)-Ewvergy, cease of access by billiod$
thinly-spread infrastructure, e) lower educational resournds) energy and

environmental management ussigart grids and meteringtg

3.6. Reliable and Resilient

nCareful design Societies in the developed and developing world will become increasingly dependent on
around security t.he f ut.ur'e i nt er net os a'va.i I.abi I .i. ty. Care
failover operation, with autonomic features of degfling, via failure prediin,

and prlvacy prevention and automatic recovery at all levels, plus detection and protection from all
tog_e_ther V\_”th forms of attack. These risks may vary from physical destruction of concentrating hubs, to
redlience is server and infrastructure malware attack, to insider attacks on drificahation

requirecb infrastructures. This is concerned primarily with the technological aspect. The societal

aspects are (and will increasingly become) important, too. Such mechanisms may be
drawn from analogues with biological systems and insplysciousnessf status, with
self-awareness of resources available, and their performeapacityandcomprehension
of context such as load demands. Principles obparating automatons, rather than a
single system, may be relevant.

Careful design around security andvpcy together with resilience is required. In this

case, the potential failures in the case of attack or accidental damage have to be carefully
provided for. Eveihigher resilience will be needed as the internet becamesermore

critical infrastructuwe, on both a technical and so@oonomic level.

3.7. Safe and Secure

The global reach of the internet has meant that malevolent uses of the network are
becoming more and more widespread. The future internet must be made safe and secure
for users and orgaretions, by protecting them from malware and unsolicited
communications. Children were identified in the workshops as a particularly vulnerable
group and special measures are required to protect them from harm. Defining what is
harmful or objectionable céent is not easy, and tracking their sources is a colossal and
continuous task. Preventing access to such content using blocking tools has led to fears of
censorship.

Workshop participants pointed out that defining boundaries of acceptable behaviour and
erforcing standards of morality are something that societies have always grappled with.
Nevertheless, some aspects of cybercrime are an entirely new and rapidly growing area of
criminal activity, encompassing identity theft, disseminating harmful or mafictontent
suchasviruses, spam and malware, and cyber stalking and online bullying.

Generally speaking, the internet is a critical infrastructure requiring protection at all
levels: not only from accidental shut downs but also from malicious attack, both
nationally and globally. Ensuring the internet is safe and secure first means that users
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must be able to protect themselves as far as possible by being edinatéte dangers.
It also requires evolution of liability and regulatory regimes placingoresipilities on
network and service providers to ensure safety and security.

3.8. Trustworthy and Private

Personal identity and identification (for personal and national security) were raised
consistently in the workshops. The option of an internet idemtjtgrlwas considered,

with users actively owning and protecting their data and identities and their (re)use. In
other words, users should have control of what is released, and information transmission
should be minimized at the point of collection. Onlyrtlean full or partial anonymity be
achieved, for purposes of personal security (eg child online protection) and privacy
safeguards.

Identity protection (or rather too much anonymity) could be a deedbiged sword, as it

might protect perpetrators of haam well as the lavabiding citizen. Technology must

aim to identify and distinguish innocent and malevolent actions. A balance must be struck
between overegulation and undeegulationi a safe society and a surveillance society.

A related dimension igisibility 7 that is the balance between ubiquity and security,
pervasiveness and privacy, centralization and surveillance. Visibility coldddrein
t er ms of fatewvaf tharmdrnet: A

9 Visible internet applications, obvious to users, requiriqiror observability

1 Invisible internet applications, operating without active user input or
observation.

Difficulties arise when dealing with the
invisible, and how? This concept invokes the multiplicity of thteife internet and how it

will be manifesed Major sources of multiplicity include: privacy domainan internet
analogue of public and private space; identities; levels of user trust (eg high security retalil
vs. no-control segments); national or regédinternets; and so on.

This principle also implies protecting an
association from government, ie the indiuvi

protection of identity and personal transactiomsaficial, health, etc). This is crucial to
engender user trust. It requires a balance of righttween the citizen/consumer and
content providers, ISPs and network operators, as well as the government and its
regulators. It also implies an ongoing resdfer humanright$ avoi di ng t he i
potential for centrétation of control and surveillance.

Discussions of trust, identity, ubiquity, inclusion and openness led to the overarching
theme of governance and how governmeatsshape technology. 8sfactory

governance is not yet with us and current internet administration has limited transparency.
A future internet should have a more holistic, participative and transparent governance
structure.

3.9. Appealing and Usable

As notedin the workshopg, h e i i tadayesrmore than a just an etedend
transport connection. For future social and economic development, we will need to

reconsider what has traditioa | | y b een t hiaterhed Thisdneansythab f t he

what we refer to as the interrfedm a technical perspective will catch up with what the
population at large perceives it to be, including the World Wide Web interface, search
engines, applications and soiom other words, the totality of thaternet experience
Consumer demand camly be guaranteed if applications and hardware are made
attractive and useriendly. There should therefore be a strong emphasis on the
performance and overall usability of technologies and services.

In this context, a further major influence on futurernet design is the human interface.
It is the controlling and fundamental variable that dictates internetujak€he discipline
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of human interface design will impact all aspects of future internet engineering, from the
scale of takeup to the typesfdraffic, to forms of naming and addressing that users will
require. I't considers the user6s context,
media composition. Note that the interface does not necessarily reside in-theeend

device and cahe a remote application.

3.10. Customizable and Adaptable

Workshop participants were clear that the internet should be adaptable to all user types.
This means designing for machines as well as for péaiple connections of billions of
sensors and actuatorsemvthe internet is certain to arrive if reliable, secure working can
be achieved. It implies high volumes of bursty communications, as well as some data
streaming for remote processjrg for some form of pattern recognition.

i e internet The need to design an intetiteat would enable all to participate was more controversial

should be than might first have been expected. This also confirms the undeniableesooi@mic
daptable to all and psychological dimension for any design effort. The general conclusion was that the

adap internet should be @m to participation by all in a technically and socially neutral manner,

user t_ypes'i with no barriers stemming from digital literacy. Overall this implies that the internet
machines as well interfaces of the future should be conceived on sociable design coridgptneans the
as peoplé enginering of more sophisticated user interfaces (ie the internet was originally accessed

via command line interfaces, butimy users may want to ussensory interface with
speech recognition and in the future this is likely to be further developed).

In corclusion, each of the ten paired principles discussed adrm@mpasses

combination of social, technological, psychological and economic concerns. Referring
back to Figure 3.1, the analysis indicates thathheedesignprinciples which can be

said tomostaddressall four classes of conceiare:

1. Available/Accessible,
2. Open/Shareable, and
3. Safe/Secure.

This has important implications for the mapping of the core principles to specific
technical requirements, discussedimapter 4
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Chapter 4. Drilling down: from principles to functional
specifications

4.1. Taking design principles a step further

Design principles are higlevel statements intended to guide design decisions and direct
rational design outcomes. Principles eestiie consistency with and the integrity of the
requirements. Inasmuch as thesign principle®iave been distilled from an analysis of

A md)ssrprise u s~em09vat|ons, needs, dem;kmgnd reqwrementsor a fut tfr e internet,
t hat 5al thathal ways keep tlieba thaicsre of eachronenmindedying these
requirements are services, applications, content and network behaviours which shape the
t he US €T designrequirements faerfuture internet. In this chapter we examine the different levels
I

ies at the cor®@  of requirements against the core design principles descrit@deipter 3
4.2. Mapping overarching principles to functionality

The juxtaposition bthe design principlesn the left ofFigure 4.1 to a preliminary set of
core functional requiremenittustrates how they can be applied to underpin the design
and development of a future network.

Figure 4.1 Core design principles and functional requirements

Core Functional
Requirements For the User

AMobility
AUbiquitous
Core Design Principles APrivacy
ASecurity
ALow Cost
AAccess
AUniversal Interfaces

For the Network
AOpen Platforms
AStrong Management

AGovernance
AAutonomic Structures

Alnternet of Things

AResistance to Attacks
Backward compatibility

Two points in particular stand out from these preliminary core requirements. First, they
indicate that a future internet is likely to require a widenitéhan just for networks and

will include domains previously belongjrto application areas. Secotigg future
network will be charactmed by usersd requirements, which
network, so it will be designed to meet those rezjuents.
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Drilling down: from principles to functional specifications

4.2.1. Requirements at the network level

Until fairly recently, for the human being connected to the network, internet needs were
relatively straightforward. The network simply needed to wetlably andat reasonable
speed always. On the hierarchyf user sbepeedent i she fir
net work.survivaloo

st

The nature of both the internet and users has undergone a dramatic shift. No longer does

an endto-end transpd connection just support file transfend emaikinceuser®
demands are constantly expandinfpday the key infrastructure layer consists of
network,applications and content with application level interfaces and standBnds.
infrastructure of the future internet will still consist of a layered &echire buit will
need tdfocus more on issues @pper application layers

Whereas the requirements at the network layer shape the design of the future internet, the

design principles provide important boundaries withiich requirements and

ambiguities can be contained and guided. The network level requirements map on to six
of the tendesign principlesThere are two layers of requiremehtsne directly relating

to the futwe needs and demands of the human being connected to the internet and the
other as a direct response to future politemednomic and global needs and demands.
These are illustrated below in Figures 4.2 and 4.3.

Figure 42Futurenet wor k requirements arising

AHigh speed data access
ALimitless coverage

ARadio based access AOpen standards

Alnter-operability
ATechnology neutrality

network

AEnhanced resilience

ANew models for balancing

storage & communications

AData streaming for #1 H4

remote processing
Aase of remote hosting

Available Open
& &
accessible shareable

#6 #8
Reliable Trustworthy

ANon-stop operation & resilient & private APersonal & national
ACrisis management privacy & security
AFailover operation ATransparent governance
AAutonomic features Alnternet identity layer:

of self-healing identification & protection
AFailure prediction, ANew naming, addressing

prevention & automatic & routing systems

recovery ADistributed directory
Metection and prevention services for secure

of all forms of attacks operation

Thus one of the most significant transformations in the state of the internet will be the
blurring of the lines of demarcation. Consequently future internet research will require a
much wider remit than just for networks. It will need to encompass domains previously
seen as purely application areas, for example, like information access, processing and
human interfaces. However in going beyond what has traditionally been the booihdary
the internet, ambiguities arise concerning what belongs where. What sits at the network
layer and what is best at the application layhi® blurring is illustrated in the kinds of
network requirements that have emerged from the study, for examgde,riating to
personal privacy and security. As the boundary of the internet has pushed it into new
domains, so network level requirements go far beyond the scope of the original network.
At a network level, future core network requirenserelate to ceain principles A good
example is the requirements relating to the princifidealable and sustainablend also
figreen and affordable, as shown in Figure 4.3
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Figure 4.3 Changingtimes shape future network level requirements

# 3 Scalable &
Sustainable

ASustainable
installation & operation
ACross layer & cross Global,
application
ASeparation of network &
elements

ACommon technical
platform

Future Core
Network Level
Requirements

Trustworthy

Self-Healing

AFlexible structures for new
processing models

ANew models for balancing
storage & communications

Aviinimal disruption to
natural ecology

AEconomic & efficient
infrastructure, energy,

protocols & computing
effort

ASustainable installation &
operation

ALow cost roll out &
operation

AEfficient packet protocols

Greater

Aaawpapr | ei megsadtsi lbeen identified am important requirement

These are entirely new domains that future intedesign mustcarefully take into
account the networi it is to be truly ubiquitous and universal.

4.2.2. Specifications at the application/content layer

The identification of the functional requirements for applications, services and content is
a fundamental stefpwards defining the overall architecture of the future internet. The

analysis of thaifferent strands of needlsusercentred and socioulturali form the
basis for identifying the functional requirements ofrasa the application layer. Three

primary ingredients

go into

shaping

t hese

demands. These functional requirements are casegaaround the kind of servicasthe
application layethatusers will demand antthe kind of content required to fulfil needs

and that motivate ugsee Table 4.1)

Table 4.1 Application layer requirements

SERVICES CONTENT

Ability for future socializing applications to be
shaped collectively

Ease of remote hosting & launch of applications.
Agenda functions, multiple task control for
dialogues & transactions

Cross layer & application working: state
management, multicast, resource management,
identity & personal data management

Creative freedom in applications; user-defined
structures; user control of services & information.

Transactional capability i all user groups

Participation services:
political, social, cultural, government

Security, health monitoring, emergency i
Location enabled applications

Security authentication services

Real-time ¢ o n t smartbindostriesfi
Monitoring, scanning, sensing, carbon accounting
Internet of things

Internet business services, e-commerce

Personalized services; alerts, news,
reminders, diaries, events, management
time, unexpected events & reaction

Agents &

proxy services

Educational, creative, design
applications

Distance learning with mobile education

& training

Entertainment & leisure T TV, sport,
games, music, gambling, quizzes, etc

Security & privacy data, physical
environment data

Personalized environments

Social networking, dating services
Location identification: personal, local.
Visualization & virtual presence
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Drilling down: from principles to functional specifications

There is a spectrum of attributes associated with these application layeeneents.
Attributes are important to register because they play a central part in shaping the design
requirements for a future internet. There is a direct correlation between these attributes
and the design principldsee Figure 4.4)

Figure 4.4 Correlation between design principles and attributes

Assured Completion & Delivery

24/7 Availability
‘ Attack Resistance i Abuse Protection

Security Transparency 1

Multi-Party Privacy

Ease of Use i Seamless i Transparent i

No Latency i No Ul Affect

Flexibility will be neededor a new breed of user with new demamden considering

these application layer requirements. As yet unknown services andtogitt@ppear

and they will be shaped and constrained by the underlying infrastrudtershould

always anticipate that thefrastructure itself may be superseded in unpredictable ways.

To alargeextent,the future iswithte mass c ons uaame eser,ihlee A must
behaviouris predicated ofican d@, fican havé, andfiwhy not?o

43.Key to the i ntidummaeintériacedesi gn
requirements

Why is the human interface a separate and relevant subject for consideration in the design
of a future internetFundamentally, because it alone determines the level, form, and
N guality of netinteractions people can and will have in the internet world. We have
nConsequently  separated it out because itisorevariable that will dictate internet takep and its usage.
future internet All facetsof internet engineering are impacted by the discipline of human interface design
design iSsamult 7 fromthe scale of takap to the types of traffic, to the forms of naming and addressing
disciplinary users will requireConsequently future internet design isaltidisciplinaryscience.

scienc® A future view of the internet goes wellbeyon day dés emai |l , bl ogs an
sites.We can expect the way in which humans interact with computers and networks to
be very different from what we know and experience today. Design of a fotareet
will need to take into account new interaction possibilities like proxies and agents based
on artificial intelligence and cognitive adaptive capabilities andntteenet of things

We can expect to see innovative leaps in human computer interdesign as we move

beyond the traditional concepts of how humans interact with computers. When the wider
contextual dimensions that make up the wuse
psychological and the econonpolitical, the factors that determinauge® environment

can be understooth this conceptual approachterface requirements can be broadened

to include usersd experiences witueern part.i
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fiexperiencé in their environmenbecomes th&ey to nterface and interaction design.
This will be essential in the future, as usipsbetween new environmenits a manner
similar to TV channel surfing.

Two significant themes emerge from the analysis of the humeridane requirements for

a future internet. One is rooted in tiwde that developing countries will plag their

dominance of internet usage will have a direct impact on the design and engineering of

the future inérnet. At a more general level this theme may be seen as the ndatébr
inclusioni both nationally and globally to encompass everyone. The second theme is

the user push for increasingly sophisticatedriiaice environments, which reflect the

user 6s desires. Rather as ear | ypreshapesl wer e
their user interfaces to meet popular demand for ease of use of far more capable machines
by hiding the complexity

Figure 4.5 Mapping design principles to human interface requirements

#1 Available &
Accessible

#2 Diverse &
Inclusive

#4 Open &
Shareable

#9 Appealing &
Usable

#10 Adaptable &
Customisable,

VEase of Use V Creative V Socionets V Complex VHigh Interface
WIHliER Freedom - Vinformal human signs Adaptability

Engineering ApPS Collaboration & markers V Different

VErgonomic \éUfgerd V Shared V\ﬂ;ual, :V|0de|5_0f
Design S Environments Elelo; nteraction
Structures gestural VUser
Vintuitive : er
V User V Optimal Flexibility

VAdaptable Ul Control of information VDiverse

Customization

Vindividual
Personalization

VLow e-Literacy J Services speeds
Level V Maintained VLow
VHighly Information Distraction
Comprehensible

VIimmediacy

VUniversal
Metaphors
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Chapter 5. Policy and research to humanize the
internet

AA stron
policy for
planning and
creating a future
internet is
needed

A lRgulation has
evolved as a
confusing mix of
local laws, rules
and guideline®

Drawing together all of the findings and analysis and thinking about the contribution of
the study irguiding the future internet, this concluding chapter considers three main
guestions.

1 What are the implications for policy and regulation?
1 How cansociceconomic dimensiabe better integratedtmlICT research?
1 What should be the focus of new researdtiaitives related to the future internet?

Since they are closely related, the latter tuestionsare takertogetherin Section 5.2

5.1. Policy and regulatory requirements

Many experts and stakeholders consultechis study expressed a need for policy
leadership to positively influence the development and impacts of the future internet
least because tlmurrent financial crisis has highlighted the need for effective regulatory
governance of many globally netwk@d socioeconomic systems.

As societyds dependence on t foranteinett er net
regulationbecomes increasingly necessaifhere practical and enforceable in an internet
context, existing practices, regulation and laws, shbeldsed. This implies discovering
arbitration processes that are rapid,Joost and effective. Internet governance processes
in which ordinary users could participate are needed.

Recognition of this neeldas foundolitical support in recent Europedavel initiatives,
ranging from theeconomic Recovery Plao theEurope 202Gtrategyand theDigital

Agenda Consequently fere is a need fatrongerlinkage across policy instrumentgy(e
research and deployment support, standatidn, procurement and regulation), regions
andsectors, government locations and levels; and stakeholder domains (administration,
business and civil society).

Regulation is often confused with, yet entwined with, governance. As used here,
regulation is that part of governance involving rules issaretienforced by state

authority. The future governance of the internet will be much influenced by how well
governance institutions arise. In time, the current bodies may give way to izgdcial

internet regulators. Migration of activity from traditionalrdains (of child safety,

criminal fraud, commerce, broadcast, content distribution, personal data exchange, etc) to
the internet may change regulation in those areas.

Internet gvernance is already evolving in response to competitive and cooperative
interadions. It has been the object of partial regulation from withidoherited rules
applying to separate activities converging on the internet such as: content (broadcast);
telecommunications; feommerce; privacy and security, etcand withini self andco-
regul at i o nintarmetgoverrance However, it is partial and contradictory. It
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Policy and research to humanise the internet

i Anost every needs amore comprehensive, coherent, transparent and accountable approach. Moreover
area of public there may be a sea change in the problem ageglobailzation of ecommece can
. reduce theneedfor competition rules, by enhancing competition, but also could ke
a”q SQCIQl practiceof antitrust regulation harder. Infrastructure regulatory principles choose between
policy is in utility regulation and facilitiesrased competition. The utilityparoach offers controls in
some respects exchange for specifiprotection (egntry regulation, investment and standzation
part of internet support). The markded approach adapts general competition rules to harness
policyc‘) competitive discipline to promote efficiency, affordability, qtyahnd innovatiori key
when the authorities canniuily predictthe evolution oftechnology or its markets.

However these inherited regulatory frameworks do not always work well, especially for a
truly global structuré and especially those fromléeommunications. Dominant
incumbents with bottleneck power and legacg | at i o n sregulatarshmayisedke i r 0
to influence regulations and regulators in order to conserve market power. Jestmel
Brusselsvorkshopdiscussed a critical problem for the EU would arise if the group of
major telecommunications operators took control of the internet infrastructure, ie the
networks, and increasingly the services that run over it. Also we may see new dominators
from the software and computing industry entezse markets.drgely left out of the rise
of the current internet industrihey may se¢his as a second chance to gain a controlling
market position. Moreover, the internet acts through network effeet$ems to
concentrate market power for the leading player. The current internet titans gain their
power through being intermediaries in aggregatimnas the major search engines and

A Ust as in any portals. There thus is scope for monagtid behaviouwith abuse of cpetition law.

ot her e O Thischorus of differing views and conflicting interests might lead to callsfiaoald

the internet is gova n a rappeoach. But this was not the consensus view among the experts consulted.

open to abuse There is no single interhetjurisdictiqn, no common legal fatiod for regulatory
powers, no agreed basis for regulation and no structure for enforcement. Note however,

. that there is a quite different and contrarian view of governance, which asks why

market POWEO fconve rofgliéfementeegulatory approachased be logicallg o her ent ?2 A fAs el f
orgarizin g c r i mightemérget frpm the selégulating character of the internet
itself. It comes down to the fundamental policy questions being:

of dominant

i shouldcybes pace be treated as athdiffeeatlaas, e fAgover
aims and enforcement@r

9 should existing regulation be employed when appropriate as a basblihéhen
reconstruct the internet governance regime from the ground up, eg as$R&TO
consent mechanism?

Overall, internet governance should consist airage of technical, economic, legal and
societalrulesandinstrumentsset in a clear framework. The framework should
encompass the transfer of useful inherited principles from other sectors into the internet
domain. And the priorities among regulatory égons may need to be respected. For
instance, security and law enforcement generally take priority over economic regulation.

~ . Perhaps the most sharply divisnegulatoryissue is net neutralityt has crept into
A Nt neutrality almost every aspect of internet regulatéord internet governance. It was originally

is about viewed as a specific problem arising in the context of a US market where competition
practical among channels was limitegiving platform providerghe power to control
compromise, communicationdetween content owners and end usalthough originally a dispute
while not between content owners and vertically integrated and oligopolistic service providers, it

. i was cast as a matter of principlke discrimination of any form was daging to the
yleldmg to public interest. However amdwidth is not infinie. This politicized version of the debate
market might be better focused ahe underlyingobjectivesof freedom of expression, freedom
dominator® of commercelP ownership, quality of servicand so on
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